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This article examines the models used by EU and NATO member states that engage in
international military-technical cooperation, how to work with these organizations,
and how to legally adapt them to the current state of Ukraine. The comparative legal
analysis conducted allows us to formulate the following author's proposals for
improving Ukrainian legislation in the field of military-technical cooperation.
Codification of legislation on military-technical cooperation (MTC). The current
system of public law governing MTC lacks coherence; legal norms governing MTC are
found in various places, including substantive and procedural provisions of general
laws; executive decrees; and regulatory acts published by government agencies. To
create a coherent and structured framework for international military-technical
cooperation, it is important to adopt a single law on international military-technical
cooperation, which will establish the legal principles governing military-technical
cooperation, the entities involved, the institutional bodies responsible for military-
technical cooperation, and the procedures for such cooperation. For Ukraine’s
participation in PESCO projects as a foreign country, participation (previously
established by a 2024 decision) will depend on establishing the status of a participant,
arbitrary secrecy rules, reviewing intellectual property rights, and establishing
responsibilities between all relevant parties - all of which are not covered by current
legislation. Comparative legal analysis of information security has shown that
achieving effective legal protection of defense information requires a clear distinction
between public and private organizations, for example, between public and private
structures, independent security audits and compliance with international standards
such as ISO/IEC 27001 (ISO 14001), as well as compliance with the NATO INFOSOC
Code of Conduct. The proposed amendments to the Law of Ukraine “On the Basic
Principles of Ensuring Cybersecurity of Ukraine” and various regulatory acts on the
protection of state secrets should be made. The most urgent direction of further
research is monitoring the implementation of more than 20 bilateral security
agreements concluded by Ukraine in 2022-2025: it is the analysis of the gaps between
their declarative provisions and actual implementation that will allow formulating the
evidence base for the development of a model Law on International Military-Technical
Cooperation.
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Y niit cTaTTi po3rasAAanThCcs MOJedli, 10 BUKOPHUCTOBYIOThCS KpaiHaMu-4ieHaMu €C Ta
HATO, saki 3ailicHIOIOTH MiXKHApOJlHE BiMCbKOBO-TeXHiYHe CHIiBpOOGITHUIITBO, SIK
MpaLOBaTH 3 MMHU OpraHisanisgiMu Ta 4K WPUAUYHO aAaNTYBaTH IX /10 Cy4aCHOI' 0 CTaHy
Ykpainu. [lpoBesieHU# NOPIBHAJIBHO-NIPAaBOBUK aHaJi3 [03BoJs€ CcHOpMyTIOBATH
HACTyIIHI aBTOPChKI NpoOmo3uLii I0J0 BJOCKOHaJIeHHS 3aKOHOJABCTBA YKpaiHU y
coepi BTC. Kopudikanis 3aKOHO/laBCTBa 110/10 BiliICbKOBO-TE€XHIYHOTO
cniBpobiTHunTBa (BTC). ¥ uuHHIN cucTemi my6JiyHoro mpasa, mo perynatwe BTC,
O6paKye y3roJ»KeHOCTi; mTpaBoBi HOpMHY, 1o perynioioTb BTC, 3HaxoAsaThcAd B pi3HUX
MicUAX, BKJIIOYAK4YM MaTepiaJibHi Ta NMpouecyasbHi NOJIOXKEHHA 3arajJbHUX 3aKOHIB;
BUKOHABYi yKa3y; Ta HOPMAaTHUBHI aKTH, ony6JIiKOBaHi ypsi0BUMH BigoMcTBaMHu. st
CTBOpPEHHSI Y3rO/PKEHOI Ta CTPYKTYpoBaHOI 6a3u /sl MiXKHApOJHOro BifiCbKOBO-
TEXHIYHOTO CMiBPOGITHULTBA BAXK/IMBO NMPUHHATH €IUHUNA 3aKOH NPO MiXHApoAHE
BiliCbKOBO-TeXHiUHe CNiBpOGITHULTBO, SIKUM BCTAHOBUTHL MPABOBi NPUHLMIH, W10
pery/oTh BiiCbKOBO-TeXHIYHEe CiBpOGITHUIITBO, 3a/Iy4eHUX Cy6 €KTIB, IHCTUTYLiHHI
opraHY, BifNoBiZjaibHi 3a BiMCbKOBO-TEXHiYHe CIiBPOOGITHUITBO, Ta MpoOLeAypU
Takoro cmiBpo6iTHunTBa. [ y4yacti Ykpainu B npoektax PESCO sk 30BHiLIHBOI
KpalHW yd4acTb (panimle BcraHOBJsieHa pimeHHsAM 2024 poky) 3anexaTHMe Bif
BCTAHOBJIEHHS CTAaTyCy y4aCHHUKA, [OBIJIbHUX NMpPaBUJ CEKPETHOCTI, lleperjsay npas
iHTeJIeKTyaJIbHOI BJIACHOCTI Ta BCTAHOBJIEHHA BIANOBiJAAJBHOCTI MiX yciMa
BiAATOBIJHUMU CTOPOHAMHM - ycCi LI MUTaHHA YHMHHE 3aKOHOAABCTBO HE OXOILIIOE.
[lopiBHSAIbHO-NIPaBOBUN aHasi3 wwofo iHdopMaliliHoi Ge3neku IMOKasaB, L0 JJis
JloCsITHEHHS1 epeKTUBHOTO MPaBOBOr0 3axXUCTy 060poHHOI iHdopmalili noTpibeH
YiTKUH pOo3MeXyBaHHS MiX iep>KaBHUMU Ta IPMBAaTHUMU OpraHisalisiMy, Hal pyuKJag,
MK JiepKaBHUMH Ta INPUBAaTHUMHU CTPYKTYpaMH, He3aJIeXKHUHM ayAUT Oe3NneKH Ta
BiAMOBiAHICTH MiKHapoAHUM cTaHZapTaM, TakuM gk ISO/IEC 27001 (ISO 14001), a
TaKoX JoTpuMaHHs mnpaBua mnoBefdiHku HATO INFOSOC. Heob6xizHo BHecTU
3anponoHoBaHi 3MiHM g0 3akoHy YkpaiHu «I[lpo ocHOBHiI 3acaju 3abe3nevyeHHs
Kibep6e3neku YkpaiHM» Ta pi3HUX HOPMATUBHUX aKTiB L[0J0 3axXUCTy Jep>KaBHOL
TaeMHULI. Hali6inbil HaraJbHUM HAMpPsMOM MOAAJIBIIUX AOCTiAKEeHb € MOHITOPUHT
iMmmiemeHnTanii noHaa 20 ABOCTOPOHHIX 0€3MEeKOBUX YIoJ, VKJaJeHUX YKpaiHowo y
2022-2025 pokax: camMe aHaJli3 PO3PHUBIB MiX iX JleKJapaTUBHUMH MOJIOKEHHSIMH Ta
peaJbHUM BUKOHAHHAM [I03BOJIMTb CHOPMYJIIOBATH [0Ka30BYy 06asy AJs PO3pPOGKU
MOJeJIbHOT0 3aKoHy npo MixkHapogHe BTC.

K/IIOYOBI C/IOBA

BiliCbKOBO-TeXHiYHe CiBpo6iTHUIITBO, Yro/a rmpo aconianito, PESCO, EBponelicbke
000pOHHE areHTCTBO, OOOpPOHHA NPOMHUCJOBICTh, HalliOHaJlbHA 6e3MekKa,
iHpopmMmaliiiiHa 6e3neka, 3ano6iraHHsa KOPYILii.
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1. Introduction

The initial phase of Russia’s war against Ukraine began on February 24, 2022. After the initial phase,
it became clear that there is a huge gap between Ukraine’s ambitions for European integration and the
regulatory framework in place to support military-technical cooperation (MTC) with Ukraine. The
transition from Ukraine’s neutral strategic military position to membership in a collective security
agreement requires significant investments in equipment and significant reforms of the legislation
governing the development, production, procurement and transfer of military products.

Ukraine’s legal relations with EU Member States on military-technical cooperation were established
within the framework of the Association Agreement between Ukraine and the European Union, signed and
ratified on September 16, 2014. As stated in Article 10 of this agreement, “The Parties will consider
cooperation in military-technical developments”, and Ukraine and the European Defense Agency “will
have close contact with each other to discuss how Ukraine can strengthen its military potential” [1, Art.
10].

Although this regulation has only broad application, it is it that has provided the legal basis for the
development of a new structure of security relations between Ukraine and the European Union. At the
same time, the actual implementation of the key provisions of the Agreement on Military-Technical
Cooperation remains incomplete, since there are numerous gaps in domestic legislation regarding the
following aspects:

a) the procedure for concluding agreements on the implementation of defense cooperation;

b) the confidentiality of state secrets related to the development of joint projects and contracts for
the supply of defense goods and products under these agreements;

c) prevention of corruption in the sphere of defense procurement; and

d) protection of critical information infrastructure in the context of military-technical cooperation
with other states. The significance of studying these issues for science lies in the need to develop a
comprehensive theoretical model for regulating military-technical cooperation within the framework of
Ukraine's modern integration into the Euro-Atlantic community.

2. Literature Review

For a long time, the topic of international military-technical cooperation has been insufficiently
researched in the field of domestic legal research. A systematic analysis of the laws that form the basis
of international military-technical cooperation between the Armed Forces of Ukraine showed that the
initial creation of regulatory acts took place in the early 2000s and acquired a new quality since the
NATO summit in Wales in 2014 and the Warsaw summit in 2016 [2].

0. Sverkhunov studied issues related to the use of compensation and import policy management
in international military-technical cooperation, in particular, regarding the economic security of the
state. The impact of military-technical cooperation on the integration of the national defense industry
with NATO defense industries and the importance of public-private partnerships in this regard was
determined in a joint study conducted by the Center for Military Strategy of the National Defense
University of Ukraine [3].

The current experience of foreign countries in the field of international military-technical
cooperation shows that the effectiveness of such interaction increasingly depends not only on the
volume of defense assistance or technology transfer, but also on the ability of states to integrate digital
solutions, analytical platforms, artificial intelligence and innovative management mechanisms into the
system of defense-industrial development. For Ukraine, in wartime conditions, the adaptation of best
international practices is of particular importance, in particular regarding the digitalization of processes
for coordinating military-technical cooperation, increasing the transparency of defense procurement,
developing joint production and introducing dual-use technologies [4]. In this context, the digital
transformation of the national economy is considered an important prerequisite for strengthening the
defense capability of the state, since it creates new opportunities for the modernization of management,
production and logistics processes [5]. At the same time, the application of artificial intelligence is
shaping new structural changes in the global economy and opens up prospects for increasing the
effectiveness of international military-technical cooperation through risk forecasting, resource
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optimization, decision automation, and strengthening Ukraine’s technological resilience [6]. This
general argument is central to a correct understanding of how the standards of defense cooperation
between the European Union (EU) and Ukraine will be adapted: simply adopting or copying PESCO rules
by Ukraine will be ineffective without an appropriate institutional structure. One of the particularly
critical and sensitive aspects of military-technical cooperation is information security.

This conclusion can be directly applied to the classification of data security related to joint defense
projects. The anti-corruption component of military-technical cooperation is as important as any other
component of military-technical cooperation. 0. Shevchuk analyzed the administrative and legal
support for the state's information security in terms of preventing corruption and concluded that
corrupt activities in the context of the security sector pose an additional threat, since such activities
"deform not only individual management decisions, but also the entire institution”, thereby reducing
the state's ability to defend itself from external threats" [7, p. 72].

Regarding military-technical cooperation, this indicates that corruption schemes in defense
procurement have not only a financial impact, but also physically disrupt the mechanisms by which
combat capability is formed. The scientific literature also does not present a general comparative legal
study of the main models of military-technical cooperation in the EU countries and their possible
application by Ukraine, taking into account its unique security situation (a country involved in constant
military operations, whose model of military-technical cooperation must support its aspirations for
European integration). Therefore, the purpose of the study is to fill this gap.

3. Problem Statement

The article aims to provide theoretical foundations and practical proposals aimed at improving
the legal regulation of international military-technical cooperation in Ukraine by conducting a
comparative analysis of the relevant experience of leading EU countries.

4. Methods and Materials

The materials of the study were international legal acts and regulatory documents regulating the
sphere of international military-technical cooperation, in particular the Association Agreement between
Ukraine and the European Union, NATO documents, regulatory acts of the European Union in the field
of security and defense, acts regulating the activities of PESCO, the European Defense Agency, as well as
the legislation of Ukraine in the field of national security, defense, information protection and
cybersecurity. Additionally, scientific works of Ukrainian and foreign scientists devoted to the issues of
military-technical cooperation, defense policy, information security and anti-corruption support of the
defense sector were used.

The methodological basis of the study is a complex of general scientific and special legal
methods. Using the dialectical method, modern trends in the development of international military-
technical cooperation in the context of the transformation of the security environment were
investigated. The formal-legal method was used to analyze the regulatory acts of Ukraine, the European
Union and NATO. The comparative legal method was used to compare models of military-technical
cooperation of individual EU and NATO member states and determine the possibilities of their
implementation in Ukraine. The system-structural method made it possible to study the relationship
between legal, organizational and institutional elements of the mechanism of international military-
technical cooperation. The generalization method was used to form the author's proposals for
improving the legislation of Ukraine in the specified area.

5. Results and Discussion

The current system of military-technical cooperation in the European Union (EU) is based on a
complex regulatory framework that combines primary and secondary EU legislation, as well as
intergovernmental agreements. Article 42(3) of the Treaty on European Union provides the framework
for a “European capabilities and armaments policy” and gives the European Defence Agency (EDA) a
central role in implementing this policy. Meanwhile, Article 346 of the Treaty on the Functioning of the
EU grants Member States the right to take any measures they consider necessary to protect their
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fundamental national security interests with regard to “the production of or trade in arms, munitions
and war material” [8]. The existing constitutional conflict between pan-European and national interests
creates tensions within the entire EU System of Defence Integration. Permanent Structured Cooperation
(PESCO) was established in November 2017 on the basis of Articles 42(6) and 46 TEU and Protocol 10
to the Treaty of Lisbon [9]. Its aim is to create a legally binding framework for defence cooperation
within the EU. PESCO introduces 20 commitments to be respected by Member States. These include
increasing defence spending, standardising defence capabilities and addressing capability gaps. All 27
Member States except one (Malta) are currently part of PESCO [10].

PESCO currently has 75 projects under implementation, covering a range of topics, such as
maritime surveillance systems, cyber defence and unmanned aerial systems. The modular structure of
PESCO is crucial: no single State is obliged to participate in all projects (i.e., States are not obliged to
participate in every project), but States participating in a project have specific legal obligations. There
is a discrepancy between the share of investment made by EU Member States in joint transnational
projects and the amount agreed by the EDA. In 2020, 11% of EU Member States’ defence investment was
made through joint projects, compared to the target of 35% setin the EDA [11]. The figures clearly show
that there are limits to a legally binding commitment that would ensure the elimination of traditional
national preferences. At the same time, the European Defence Fund (EDF) is being introduced and an
unprecedented amount of new funding is being made, consisting of almost €7.3 billion from 2021 to
2027, of which €2.7 billion is earmarked for joint defence research and €5.3 billion for joint capability
development [12].

It is worth noting that 60% of EDF development projects are linked to PESCO projects,
demonstrating their intention to cooperate between the two programmes [13].

In 2018, states with limited defence-industrial capabilities, such as the Baltic States, and some
Central European countries, received more support from the European Defence Fund than their national
defence R&D budgets during the last year of operation, showing how this instrument can change the
way small countries cooperate [13].

An example of this could be bilateral or multilateral PTS cooperation models, where the Weimar
Triangle (cooperation between France, Germany and Poland) is a good example of how to harmonise
the responsibilities of the parties involved in joint projects, especially in multilateral situations such as
EU Battlegroups (EUBG): Poland is the lead country responsible for operational command, Germany
provides logistics and France provides medical support [14].

A similar model of responsibility sharing with equal status among participants could help support
Ukraine in formalizing its participation in such joint projects towards full integration into the EU. The
Nordic countries participating in NORDEFCO (Northern Defence Cooperation) have demonstrated a
particular approach: informal but systematic cooperation related to strategic planning, capability
development and training, which allows small countries to benefit from economies of scale without
creating excessive bureaucratic procedures [14].

The case of FINABEL, an intergovernmental organization that promotes the harmonization of land
forces (created in 1953 by five member states), illustrates how highly effective military-technical
cooperation can also result from non-financial means of cooperation: through the harmonization of
standards, the exchange of doctrine, and the harmonization of tactical procedures. Comparing the legal
frameworks governing military-technical cooperation in Ukraine and the EU, we see that there is a
structural gap created by two fundamentally different developments in the ways in which military-
technical cooperation has developed in these two regions; the EU has moved from a system based on
voluntary cooperation to one anchored by contractual obligations that include numerous forms of
multinational financing, while Ukraine has historically regulated this area through decisions of the
President and the NSDC, as separate or one-off acts, rather than through a coherent or coordinated set
of laws.

The main legal basis for military and dual-use trade in Ukraine is the Law of Ukraine “On State
Control over International Transfers of Military and Dual-Use Goods” dated 20.02.2003 No. 549-1V;
Presidential Decree No. 121/99 on military and dual-use trade of 04.02.1999; as well as subsequent
decisions of the National Security and Defense Council, which repeatedly specified the list of states with
which military and dual-use trade was conducted (see [15]); the signing of the Administrative
Agreement between the Ministry of Defense of Ukraine and the European External Action Service dated
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07.12.2015 became a real step towards the implementation of Article 10 of the Agreement between the
European Union and Ukraine on establishing partnership and cooperation (see [16; 17]).

However, this Agreement mainly operates in an advisory, rather than a project, capacity. PESCO
is fundamentally different from the EU due to its legally binding status based on Articles 42(6) and 46
of the Treaty on European Union, while there are no agreements on Ukraine’s participation in PESCO or
other peacekeeping/peacekeeping forces in Ukraine, as all Ukrainian laws on peacekeeping were
adopted by the Parliament between 2002 and 2023 in relation to the United Nations. Article 12 of the
Lisbon Treaty provides for separate legislation that would allow for Ukraine’s future accession to
PESCO; therefore, the implementation mechanism should be regulated separately.

Ukraine’s ability to participate in these agreements may be and will need to be regulated by a
separate legislative act establishing the necessary legislation to implement such agreements in
conjunction with social agreements (contractual arrangements) to allow for Ukraine’s future
participation. This process is similar to how Norway, Canada and the United Kingdom have regulated
individual projects within the PESCO framework through separate/coordination agreements with each
country [10].

A second gap in the current approach to regulating and managing information contained in
electronic databases and registers also exists in ensuring that Ukraine’s data protection policy and
legislation comply with European Union (EU) standards. The analysis by N. Mentukh and O. Shevchuk
has shown that there is a fundamental difference between how Ukraine approaches data protection and
how EU Member States approach this issue; in particular, they create “hybrid regulatory models” that
use a combination of legal mechanisms, technical standards and organizational processes to ensure
comprehensive protection of information in electronic registries and databases [18].

In terms of the framework of military-technical cooperation, this means that partner countries
express uncertainty about Ukraine’s ability to adequately protect sensitive defense technologies from
misuse during their transfer to Ukraine due to a lack of confidence in the effectiveness of protecting the
information contained in the system. This is confirmed by the results of a comparative study of
information security conducted by N. Mentukh and O. Shevchuk, which notes that the most important
indicator of the adequacy of protection of sensitive technologies and information in Ukraine is the
presence of independent control and verification mechanisms, rather than the existence of formal laws
[6, p. 82].

In parallel with this gap, Ukraine has taken significant steps to develop independent control and
verification mechanisms, as evidenced by the adoption of the Law of Ukraine “On the Basic Principles of
Ensuring Cybersecurity of Ukraine” (Law No. 3014) on October 5, 2017. Although Law No. 2163-VIII has
been implemented in Ukraine, the regulatory acts related to PESCO standards have not been sufficiently
implemented, in particular in two key areas: the ability to adapt regulatory regimes to the specific legal
statuses of EU member states; and the presence of strong anti-corruption measures (the legal regime,
as noted in the previous link, was not designed to combat corruption).

0. Shevchuk notes that corruption in the defense sector, if it exists, is one of the most vulnerable
opportunities, and that without a comprehensive administrative and legal mechanism to effectively
combat corruption, it is unlikely to be successful (e.g. preventive as well as repressive mechanisms). In
contrast, EU member states have a comprehensive regulatory framework to control every aspect of the
defense procurement process through the provisions set out in the EU Directive 2009/81/EC on defense
and security procurement (regarding the defense policy outlined above).

In the case of Ukraine, the country has begun to move closer to compliance with the EU
Procurement Directives by implementing the Prozorro defense procurement system. However, under
wartime conditions in Ukraine, which restrict key aspects of the procurement process, there is an
increased risk of corruption. An analysis of the legal experience of EU countries in the field of military-
technical cooperation allows us to identify several specific models suitable for adaptation by Ukraine.

The EDF project funding structure could be a good example of how to create a Defense Technology
Agency in Ukraine (discussions on the establishment of this agency took place in 2023-2024). The
practice of implementing the EDF has revealed several structural prerequisites for successful
transnational cooperation. First, the EDF Program Committee has introduced clear “added value”
criteria: a project is funded only when its result cannot be achieved solely through national efforts.
Second, an independent scientific and technical review of applications has become a mandatory
requirement after the first call (2019) revealed an excessive number of duplicative proposals. The
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activities carried out under the EDF program are organized around 34 different military functional areas
and 34 key technological areas and are implemented on the basis of an annual work plan agreed with
the members of the EDF Program Committee representing the Member States. A similar process
involving representatives of the Ministry of Defense and the defense industry, as well as independent
experts, would help ensure transparency and accountability in the financing of domestic defense
projects.

Member States have reached an agreement to deepen Ukraine's integration with PESCO, as
foreseen in the Shared Security Commitments signed by the EU and Ukraine in June 2024, by facilitating
Ukraine's participation in projects in accordance with the current legal framework. The rationale for
such enhanced cooperation is the gradual integration of Ukraine's defence technological and industrial
base with the European Defence Technological and Industrial Base.

To achieve this goal, Ukraine should adopt a law providing for its participation in international
defence cooperation mechanisms. This law will provide for the legal status of Ukrainian economic
entities (defence industry entities) participating in international joint projects and will take into account
the issue of classification of information in these projects. The horizontal dimension - regional military-
technical cooperation with neighbouring states - is of essential importance.

Bilateral defense agreements between Ukraine and countries such as Poland, the Baltic States, the
United Kingdom, Canada, and Turkey have provided significant resources, including for training
Ukrainian Armed Forces personnel outside Ukraine in the operation and repair of weapons and military
equipment received from these states; training Ukrainian instructors; and establishing logistics systems
for the supply of spare parts and the repair of damaged equipment. However, these types of cooperation
remain largely regulated by independent interstate agreements rather than a common legal framework,
which makes it difficult to scale up and standardize joint activities between countries.

6. Conclusions

The comparative legal analysis conducted allows us to formulate the following author's proposals
for improving the legislation of Ukraine in the field of military-technical cooperation. Codification of
legislation on military-technical cooperation (MTC). The current system of public law governing MTC
lacks coherence; legal norms governing MTC are located in different places, including substantive and
procedural provisions of general laws; executive decrees; and regulatory acts published by government
agencies.

To create a coherent and structured framework for international military-technical cooperation,
itis important to adopt a single law on international military-technical cooperation, which will establish
the legal principles governing military-technical cooperation, the entities involved, the institutional
bodies responsible for military-technical cooperation, and the procedures for such cooperation. This
law will create a codified system of laws similar to Directive 2009/81/EC on defense procurement. Legal
framework for participation in PESCO and related mechanisms. For Ukraine to participate in PESCO
projects as an external country, participation (previously established by the 2024 decision) will depend
on the establishment of the status of a participant, arbitrary rules of secrecy, revision of intellectual
property rights and establishment of liability between all relevant parties - all of which are not covered
by the current legislation.

A new law is needed that will establish a procedure for the approved ratification of agreements
between Ukrainian legislators based on parliamentary oversight of individual projects. Information
security standards should be collected and mastered. Comparative legal analysis on information
security has shown that achieving effective legal protection of defense information requires a clear
distinction between public and private organizations, for example between public and private entities,
independent security audits and compliance with international standards such as ISO/IEC 27001 (ISO
14001), as well as compliance with the NATO INFOSOC Code of Conduct.

It is necessary to make the proposed amendments to the Law of Ukraine “On the Basic Principles
of Ensuring Cybersecurity of Ukraine” and various regulatory acts on the protection of state secrets. The
most urgent direction of further research is monitoring the implementation of more than 20 bilateral
security agreements concluded by Ukraine in 2022-2025: it is the analysis of the gaps between their
declarative provisions and actual implementation that will allow us to formulate an evidence base for
the development of a model Law on International Military-Technical Cooperation.
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