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ABSTRACT 

Research Article This article examines the fundamental transformation of Civilian Telecommunications 

Infrastructure (CTI), which by 2026 has evolved from a service industry into a critical 

cyber-physical macrosystem. The author analyzes the burgeoning divergence between 

the pace of technological innovation (5G-Advanced, 6G, SDN/NFV, Edge Computing) 

and the inertia of traditional regulatory institutions. Based on systems analysis and the 

case study method (Orange, Starlink, Rakuten Mobile), the research substantiates the 

necessity of transitioning from rigid state administration (government) to flexible 

models of multi-level governance (governance). The work proposes a concept of 

hybrid governance that integrates Zero Trust Architecture (ZRA), dynamic compliance 

mechanisms and digital twins as proactive oversight tools. Particular emphasis is 

placed on issues of cyber resilience in the context of the quantum threat (Q-day), 

algorithmic transparency (XAI) and the implementation of ecological imperatives 

(Green ICT). As a result of a comparative analysis of approaches in the EU, USA and 

Asian countries, universal principles of effective regulation have been identified, 

ensuring a balance between technological sovereignty and global network 

connectivity. The article establishes a scientifically substantiated basis for the creation 

of adaptive regulatory frameworks capable of serving as a catalyst for long-term 

progress in an era of global digital uncertainty. 
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СТАТТЯ 
 

АНОТАЦІЯ  

Дослідницька Стаття присвячена оцінюванню адаптаційних моделей малих та середніх 
підприємств України в умовах прискореної цифрової трансформації економіки. 
Метою дослідження визначено виявлення структурних бар’єрів, кількісну 
діагностику рівня цифрової зрілості та обґрунтування стратегічних напрямів 
інтеграції цифрових рішень у систему управління МСП. Аналітична логіка поєднує 
статистичний аналіз показників 2021–2025 рр., порівняння галузевих 
відмінностей і моделювання прогнозних сценаріїв до 2030 року. Емпіричну базу 
сформовано із даних Державної служби статистики України, аналітичних звітів 
European Business Association та міжнародних досліджень цифрової інтеграції 
підприємств. Використано методи структурно-функціонального аналізу, 
індексного оцінювання цифрової зрілості та сценарного прогнозування. 
Показники узгоджені з параметрами фінансової стійкості, кадрової 
забезпеченості та інфраструктурної доступності. Результати фіксують 
нерівномірність цифрової інтеграції за секторами. Частка підприємств, що 
використовують хмарні сервіси, перевищила 60 %, тоді як комплексні ERP-
рішення охоплюють менше третини МСП. Індекс цифрової компетентності 
персоналу коливається в межах 0,45–0,50, що обмежує ефективність 
впровадження інновацій. Виявлено залежність між рівнем автоматизації процесів 
і приростом продуктивності: цифрово інтегровані компанії демонструють вищу 
динаміку доходів та скорочення операційних витрат. Водночас фінансові бар’єри 
та нестабільність регуляторної політики скорочують горизонт стратегічного 
планування. Прогноз до 2030 року передбачає перехід частини МСП до третього 
рівня цифрової зрілості з активним використанням аналітики даних і AI-рішень. 
Сценарний аналіз підтверджує зростання частки цифрових інвестицій у 
бюджетах підприємств до 25–30 %. Економічний ефект проявляється через 
підвищення гнучкості управління, розширення експортних можливостей та 
оптимізацію витратної структури. Наукова новизна полягає у поєднанні 
кількісної діагностики бар’єрів із прогнозною моделлю цифрової зрілості МСП 
України. Практичне значення результатів полягає у формуванні інструментарію 
стратегічної адаптації МСП до засад цифрової економіки. 
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1. Introduction 

The fundamental reconfiguration of the civilian telecommunications sector is manifested in the 
emergence of a globally connected and adaptive infocommunication environment, which is replacing 
fragmented network structures. Driven by the large-scale integration of 5G/6G technologies, edge 
computing and the Internet of Things (IoT), modern communication infrastructure is undergoing a 
qualitative transformation, evolving from a collection of technical assets into a critical cyber-physical 
macrosystem, deeply integrated into all vital processes of state and public administration [1]. 

The increasing divergence between the pace of technological innovation and the inertia of 
traditional institutions of legal and regulatory oversight constitutes the central problem of the current 
stage [2]. While network architecture is evolving toward complete software-defined networking (SDN) 
and network function virtualization (NFV), existing regulatory frameworks often remain rigidly 
deterministic and tied to obsolete hierarchical models. This creates “legal lacunae” that impede the 
effective scaling of advanced solutions and increase the vulnerability of national economies to 
transboundary systemic risks [3]. 

Particular complexity arises from the transition from rigid state control to multi-level models of 
ecosystem management (governance). Modern civilian communication systems necessitate ensuring a 
high level of interoperability and adherence to the principles of net neutrality, alongside the simultaneous 
intensification of requirements for cybersecurity and personal data protection. In this context, traditional 
oversight is being replaced by the concept of regulatory sandboxes and dynamic compliance, where 
algorithmic control and predictive analytics become indispensable tools of state and corporate 
administration. 

The globalization of the infocommunication space also brings to the fore the issue of harmonizing 
national standards with international protocols and regulations (ITU, 3GPP). The conflict between the 
pursuit of digital sovereignty and the necessity of maintaining transboundary network connectivity poses 
a task for the scientific community to reimagine institutional responsibility. It is necessary to develop 
oversight mechanisms that could ensure transparency in the operation of traffic management algorithms 
and guarantee the resilience of civilian infrastructure under conditions of extreme loads or destabilizing 
influences. 

A distinct place in the architecture of modern regulation is occupied by the issue of radio frequency 
spectrum allocation – a critically limited natural resource, the effective use of which determines the pace 
of economic growth. The transition from static licensing models to dynamic spectrum access (DSA) 
mechanisms requires the creation of fundamentally new oversight algorithms capable of resolving 
conflicts between state, military and civilian users in real time. In this context, the regulatory framework 
must be viewed as a tool for maximizing the social utility of limited resources. 

Concurrently, amidst global instability, the emphasis in infrastructure management is shifting from 
the concept of “perimeter defense” to a strategy of cyber resilience. This implies the recognition of the 
inevitability of incidents and a focus on the system’s ability to maintain basic functionality and rapidly 
recover after destructive impacts. The integration of Zero Trust Architecture (ZRA) principles into civilian 
communication standards is becoming an imperative, requiring a review of the institutional responsibility 
of all participants in the value chain – from equipment vendors to last-mile operators. 

Finally, the ecological vector of development (green ICT) cannot be ignored. The exponential growth 
in transmitted traffic volumes entails a proportionate increase in the energy consumption of data centers 
and base stations. Modern telecommunications management is obligated to integrate decarbonization and 
energy efficiency standards into the structure of regulatory requirements. Accordingly, the current 
regulatory landscape is being shaped at the intersection of three vectors: technological reliability, 
economic efficiency and environmental sustainability, which creates a complex multidimensional task for 
systemic administration. 

Researching governance mechanisms and the regulatory support of advanced telecommunications 
infrastructure requires an interdisciplinary approach that combines technical expertise in the field of 
network protocols, methods of control theory and modern legal theory. Systems analysis of these 
components allows for the construction of a robust governance architecture capable of acting as a catalyst 
for long-term technological progress. 
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2. Literature Review 

The academic discourse on advanced civilian telecommunications infrastructure increasingly 
interprets modern networks not merely as technical systems, but as complex socio-technical and 
regulatory ecosystems. Khiadani emphasizes that the transition toward 6G is associated with ultra-low 
latency, massive connectivity, intelligent network management and the need to rethink the institutional 
environment in which such systems operate [1]. Marcus highlights that the growing role of algorithmic 
systems and generative artificial intelligence creates new regulatory challenges for digital 
infrastructure, especially in relation to transparency, accountability and risk-based governance [2]. 
Baldwin, Cave and Lodge provide the theoretical basis for understanding regulation as a dynamic 
instrument that must balance market efficiency, public interest and institutional legitimacy [3]. Mansell 
develops this argument in the context of Internet policy research, noting that digital governance 
requires critical methodological approaches capable of capturing the interaction between technological 
architectures, public institutions and economic power [4]. In this regard, OECD broadband statistics and 
policy monitoring demonstrate that digital infrastructure development remains closely connected with 
investment capacity, competition, access regulation and the reduction of territorial inequalities in 
connectivity [5]. 

A separate group of studies and institutional documents focuses on the technological, security and 
governance dimensions of 5G/6G infrastructure. Bernard’s research on DNS-based solutions for 
heterogeneous IoT networks shows that interoperability and performance remain central problems in 
distributed communication environments [6]. The ITU Global Cybersecurity Index confirms that 
national cybersecurity commitments are becoming an integral component of telecommunications 
governance, since advanced networks increasingly function as critical infrastructure [7]. Bauer and 
Bohlin analyze the relationship between regulation and innovation in 5G markets, demonstrating that 
regulatory frameworks can either accelerate or constrain technological diffusion depending on 
spectrum policy, market structure and investment incentives [8]. The 3GPP Release 17 specifications 
are especially important for understanding the technical evolution of 5G toward more advanced 
network capabilities, including enhanced services, network optimization and support for new use cases 
[9]. Finally, NIST’s Zero Trust Architecture provides a conceptual cybersecurity model based on 
continuous verification and the rejection of implicit trust, which is particularly relevant for software-
defined, virtualized and cloud-native telecommunications environments [15]. 

3. Problem Statement 

The purpose of the study is to identify structural barriers, quantitatively diagnose the level of 
digital maturity, and substantiate strategic directions for integrating digital solutions into the SME 
management system. 

4. Methods and Materials 

The relevance of the research is highlighted by the fact that by 2026, civilian communications 
have transitioned into the format of a complex cyber-physical macrosystem. The industry’s acquisition 
of such a high status renders it a critical node in the system of ensuring state resilience, where the 
uninterrupted functioning of network structures becomes a primary factor of socio-economic and 
defense sovereignty. Amidst the accelerated deployment of 5G-Advanced networks, preparations for 6G 
standardization and the rapid growth of low Earth orbit (LEO) satellite constellations, existing 
regulatory models are facing a crisis of adaptability. The increasing divergence between the pace of 
technological innovations (SDN, NFV, Edge Computing) and the inertia of traditional legal institutions 
creates critical “regulatory lacunae”. Furthermore, the challenges of geopolitical fragmentation and the 
imperatives of technological sovereignty necessitate an immediate rethinking of oversight mechanisms, 
turning the search for effective governance frameworks into a priority task for both the academic 
community and state regulators. 

The scientific novelty of the research lies in the development of a multidimensional approach to 
the analysis of telecommunications infrastructure, integrating technical, legal, environmental (green 
ICT) and algorithmic (AI-driven) determinants into a single management system. Unlike existing works 
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that focus primarily on narrow industry regulation, this article proposes a concept of hybrid governance 
based on the synergy of Zero Trust Architecture (ZRA), dynamic compliance and co-regulation 
mechanisms. Of particular scientific value is the author's decomposition of governance models in the 
context of the quantum threat (the Q-day factor) and the implementation of the digital twin 
methodology as a tool for proactive institutional oversight. The research expands the theoretical 
framework of public administration by proposing a model for the transition from directive 
administration to adaptive ecosystem governance of critical infocommunication nodes. 

The methodological foundation of the research is based on an interdisciplinary synthesis 
combining the tools of public administration theory, international law and infocommunications systems 
engineering [4]. A wide range of current regulatory acts and initiatives served as the material basis for 
the work, including European regulations in the field of digital networks (Digital Networks Act) and 
artificial intelligence (AI Act), regulatory acts of the US Federal Communications Commission (FCC), as 
well as international standards verified by the International Telecommunication Union (ITU) and the 
3GPP consortium. The theoretical framework was constituted by the concepts of software-defined 
networking (SDN), network function virtualization (NFV) and zero trust architecture (ZRA), considered 
in the context of their influence on the transformation of state regulatory frameworks [5]. 

Systems analysis served as the central method of the research, allowing for the decomposition 
of modern telecommunications infrastructure as a complex cyber-physical macrosystem functioning at 
the intersection of material assets and logical control protocols. The application of legal-comparative 
and comparative governance methods provided the opportunity for a structured comparison of 
regulatory models across various jurisdictions – from the liberal Anglo-American approach to the state-
centric strategies of the Asia-Pacific region. The use of deductive logic facilitated the transition from 
macroeconomic concepts of market failures to specific tools of asymmetric regulation and mechanisms 
for radio frequency spectrum allocation under conditions of dynamic access. 

To verify the theoretical propositions, the case study analysis method was applied, 
encompassing the operational activities and compliance strategies of leading global corporations, such 
as Orange, Deutsche Telekom, AT&T, Starlink and Rakuten Mobile. The choice of these subjects was 
determined by their representativeness for analyzing various vectors of industry development – from 
the implementation of Open RAN standards to the realization of technological sovereignty concepts 
amidst geopolitical fragmentation. The analysis of practical cases allowed for the identification of 
correlations between the institutional requirements of regulators and the rates of technological 
innovation diffusion in civilian communication systems. 

The final stage of the research relied on methods of synthesis and predictive modeling to 
formulate universal principles for the sustainable governance of infocommunications. Within this stage, 
aspects of cyber resilience, post-quantum cryptography and ecological imperatives were integrated, 
allowing for the construction of a multidimensional oversight model that responds to the challenges of 
technological entropy. The combination of the methods applied ensured the comprehensive nature of 
the research, guaranteeing a high degree of reliability in the conclusions regarding the architecture of 
future regulatory frameworks for advanced civilian infrastructure. 

Despite the comprehensive nature of the work, its results have a number of limitations 
necessitated by the high dynamism of the industry under consideration. Firstly, the analysis of 
international best practices is limited by current geopolitical volatility, which complicates the long-term 
forecasting of global standardization processes amidst technological confrontation between macro-
regions. Secondly, the empirical base of the research regarding the use of algorithmic governance relies 
on data from a limited number of corporate cases, which may impose certain boundaries on the 
universality of the proposed recommendations for emerging markets. Finally, the rapid evolution of 
quantum computing and AI technologies may require prompt adjustment of the proposed security 
protocols in the short term. These limitations, however, do not diminish the theoretical significance of 
the work, but merely delineate the horizons for further verification research in the field of dynamic 
regulation.  
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5. Results and Discussion 

5.1. The role of regulation in the development of civilian telecommunications systems 

Regulation in the sphere of civilian telecommunications is traditionally viewed as a fundamental 
mechanism for correcting market failures and ensuring strategic parity between the interests of private 
capital, the state and end consumers. Amidst the transition to ultra-high capacity networks, the 
regulator’s role shifts to an architecturally-shaping one, where normative prescriptions directly 
determine the pace of innovation diffusion and the resilience of the infocommunication landscape (see: 
Figure 1. Architectural scheme of the CTI cyber-physical macrosystem). 

One of the central vectors of regulatory influence is the assurance of fair competition through 
mechanisms of asymmetric regulation. In conditions of dominance by vertically integrated operators 
(incumbents) possessing significant market power, regulatory interventions are aimed at ensuring non-
discriminatory access to critical infrastructure (“the last mile”, cable ducts and backbone networks) for 
alternative providers. This stimulates price competition and catalyzes the adoption of new business 
models, such as mobile virtual network operators (MVNO). 

A crucial aspect of state intervention is adherence to the principle of technological neutrality. This 
approach allows the regulator to establish target parameters for quality of service (QoS) and system 
reliability without imposing specific technical solutions. Such flexibility is critically important for 
preventing the lock-in effect and ensuring the possibility of integrating breakthrough solutions, 
including quantum communications and non-terrestrial networks (NTN), into the existing 
infrastructure contour. 

The most critical economic anomaly facing modern CTI is the widening “investment scissors” 
effect, a structural divergence where the exponential capital expenditure (CAPEX) required for 5G-
Advanced and 6G deployment outpaces the stagnant growth of Average Revenue Per User (ARPU). To 
resolve this paradox, this article introduces a proprietary regulatory methodology designated as 
Valiienko’s Smart CapEx Framework (see: Figure 8. Strategic architecture of Valiienko’s Smart CapEx 
Framework). Grounded in the theory of organizational ambidexterity, this concept postulates that 
sustainable infrastructure development requires a regulatory regime that simultaneously facilitates the 
exploitation of existing assets and the exploration of disruptive technologies. The framework operates 
through two asymmetric regulatory vectors. The first, focused on efficiency optimization, mandates that 
regulators authorize aggressive infrastructure sharing and the decommissioning of legacy networks to 
liberate capital locked in obsolete technologies. Concurrently, the second vector targets innovation 
incentivization, wherein the regulator establishes “regulatory holidays” and tax credits specifically for 
high-risk ventures like Edge computing and Open RAN. Unlike traditional linear subsidies, Valiienko’s 
Smart CapEx Framework treats regulation as a dynamic balancing mechanism that shifts the focus from 
simply subsidizing costs to restructuring the operator’s asset lifecycle, ultimately converting the 
regulatory environment itself into a catalyst for closing the investment gap (see: Figure 2. Regulatory 
divergence graph). 

Furthermore, regulation performs a function of social equalization through the concept of the 
universal service obligation. Legislative consolidation of the citizens’ right to access basic broadband 
services obligates operators to develop infrastructure in economically less attractive regions, thereby 
overcoming the digital divide and ensuring the inclusivity of the digital economy. 

In recent years, the traditional regulatory model oriented toward globalization and open markets 
has faced the so-called challenge of geopolitical fragmentation. Telecommunications infrastructure has 
been reconceptualized as a space for the realization of national interests, leading to the emergence of 
the concept of technological sovereignty. In this context, regulatory instruments are beginning to be 
utilized as a means of ensuring supply chain security and protecting critical communication nodes from 
unauthorized external influence. 

The imposition of sanctions regimes and export control measures regarding high-technology 
components (semiconductors, base stations, software for SDN) compels regulators to adapt the 
normative framework to conditions of restricted access to global resources. This is manifested in three 
key aspects. The first means is the tightening of requirements for vendors. This consists of the 
implementation of trusted vendor verification procedures and a direct prohibition on the use of 
equipment from certain manufacturers in core networks. The second factor is the stimulation of import 
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substitution. This implies the creation of regulatory preferences for local developers and the 
subsidization of R&D in the field of domestic hardware-software complexes.  

 

Figure 1. Architectural scheme of the CTI cyber-physical macrosystem 
Source: Built by the authors  

The normative consolidation of data localization requirements represents an obligation to store 
and process traffic within national jurisdiction, which requires the regulator to create new protocols for 
controlling transboundary information flows. 

 

Figure 2. Regulatory divergence graph 
Source: Built by the authors  

Consequently, modern regulation serves as a comprehensive driver, capable not only of mitigating 
operational risks, but also of establishing a robust institutional framework for the large-scale 
technological modernization of civilian communication systems. 

5.2. Governance models for managing complex telecom infrastructure 

The evolution of management strategies in the communication sector is characterized by a 
transition from a statist model of administration to decentralized and highly adaptive governance 
mechanisms that correspond to the current level of technological entropy [11]. This shift is dictated by 
the deep integration of hardware and software-defined components, whereby the management of the 
infrastructure’s physical basis becomes inseparable from the manipulation of logical abstractions, 
ranging from distributed cloud computing to high-level traffic routing protocols. This generates the need 
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to develop a holistic governance architecture capable of ensuring the sustainable functioning of the 
telecommunications sector as a complex, multi-layered macrosystem. 

Within the framework of this study, four dominant governance models for advanced civilian 
telecommunications infrastructure (CTI) can be identified (see: Table 1. Comparative analysis of 
infrastructure governance paradigms and Figure 3. Radar chart of governance model comparisons). 

The first is the model of state participation and vertical integration. This is a historically 
established model, where the state acts simultaneously as both a regulator and an owner of strategic 
assets. In modern conditions, this model has gradually transformed into management through major 
players and national champions – state-owned corporations that ensure the fulfillment of socially 
significant tasks. Notable advantages include a high degree of control over security and guaranteed 
investment in long-term, low-profitability projects (for example, rural communications). Risks include 
low operational efficiency and delayed adaptation to market innovations.  

The second is the market-oriented liberal model. Here, management is fully delegated to the 
private sector, while the state retains only arbitration functions. In this model, the key governance 
mechanism is stakeholder management, where the network development strategy is determined by the 
balance of interests among investors, vendors and end-users.  

The third is the public-private partnership (PPP) model, which currently represents the most 
promising architecture for the development of 5G/6G and fiber-optic backbones [12]. It involves the 
sharing of risks and responsibilities – the state provides preferential access to land, frequencies and tax 
incentives, while the private sector provides technological expertise and operational management. A 
key aspect to note here is that within the PPP framework, the Open Access Network model is often 
applied, where the infrastructure owner is obliged to lease it to any service providers on equal terms. 

And finally, decentralized and software-governed models (Algorithmic governance). With the 
advancement of Edge Computing and Network Slicing, governance models based on artificial 
intelligence algorithms and blockchain protocols are emerging [13]. In such a system, resource 
management (bandwidth, latency) occurs in an automatic mode depending on the dynamic needs of 
applications [14]. This leads to the formation of autonomous infrastructure nodes capable of self-
organization and self-healing without direct human operator involvement. 

Table 1. Comparative analysis of infrastructure governance paradigms 

Metric State-led model 
Market-driven 

model 
Public-Private 

Partnership (PPP) 
Decentralized + 

algorithmic model 

Strategic 
imperative 

National security 
and digital 

sovereignty 

Profit maximization 
and shareholder 

value 

Socio-economic 
development and 

inclusivity 

Systemic efficiency and 
autonomous 
optimization 

Capital 
origin 

Public fiscal 
allocations and 
treasury grants 

Private equity and 
institutional venture 

capital 

Blended financing and 
hybrid capital 

structures 

Tokenized assets and 
automated resource 

allocation 
Operational 

agility 
Constrained/ 
bureaucratic 

Substantial/robust Intermediary / 
moderate 

Paradigmatic/ 
autonomous 

Risk 
allocation 

Borne by the state 
(taxpayer-funded) 

Transferred to 
private investors 

Contractually shared 
(risk-hedging) 

Distributed across 
network nodes 

Source: Formed by the author.  

Institutional resilience of CTI today depends on the ability of national administrations to combine 
elements of these models, creating hybrid governance systems. Such systems must ensure decision-
making transparency and accountability, while maintaining high dynamics of technological renewal. 

5.3. Risk management and compliance in large-scale communication networks 

The evolution of the infocommunication space toward hyper-connectivity and Network Function 
Virtualization (NFV) initiates a qualitative metamorphosis of CTI risk management, transforming it into 
a multi-vector strategic macro-discipline [15]. The institutional resilience of large-scale networks, 
characterized by high heterogeneity and transboundary distribution, is directly determined by the 
effectiveness of the symbiosis between advanced predictive risk management methods and dynamic 
compliance mechanisms. Within this architecture, regulatory compliance ceases to be a formal 
superstructure, evolving into a fundamental tool for hedging systemic risks that ensures synergy 
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between technical reliability and the legal transparency of civilian communication environments’ 
functioning. 

 

Figure 3. Radar chart of governance model comparisons 
Source: Built by the authors  

The modern risk profile of CTI includes three dominant vectors (see: Figure 4. Risk vectors and 
mitigation tools mapping). 

The first of these is cyber risks and information security. The transition to virtualization 
technologies (NFV) and cloud computing expands the “attack surface”. Key threats encompass not only 
traditional DDoS attacks and the exploitation of software vulnerabilities, but also complex supply chain 
attacks, as well as risks associated with the compromise of traffic management algorithms. The second 
vector is operational resilience. This includes risks of physical infrastructure damage, power supply 
failures and performance degradation under peak loads. Particular attention is paid here to preventing 
cascading failures capable of paralyzing critical social services. The final vector consists of regulatory 
and legal risks. Non-compliance with dynamically changing legislation (for example, in the area of 
personal data protection or SORM requirements) entails not only financial sanctions, but also, no less 
importantly, the risk of revocation of spectrum exploitation licenses [16]. 

Effective compliance control in the telecommunications sector is based on strict adherence to 
international and national standards. The primary trend is the transition from periodic auditing to a 
continuous compliance model. This is realized through the integration of several pathways. The 
integration of cybersecurity frameworks implies the application of ISO/IEC 27001, the NIST 
Cybersecurity Framework and industry regulations (for example, NIS2 in the European Union), 
ensuring a systemic approach to data protection and incident management [17]. Regulatory oversight 
marks the implementation of accountability mechanisms that allow the regulator to verify, in real time, 
the operator’s compliance with established security parameters and the ethical use of data. The 
management of transboundary data flows is based on adherence to strict protocols (such as GDPR) 
regulating the export of information and ensuring the protection of user data sovereignty in distributed 
networks. 

To mitigate identified threats within the framework of CTI management, Zero Trust Architecture 
(ZRA) is being implemented. In this concept, no subject or device inside or outside the network is 
considered trusted by default [18]. Each interaction session requires continuous verification, which 
radically reduces the likelihood of an attacker’s lateral movement within the network. 
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Figure 4. Risk vectors and mitigation tools mapping 
Source: Built by the author. 

Furthermore, the implementation of AI-driven Threat Intelligence (threat detection systems 
based on artificial intelligence) allows for the automation of the identification of anomalies in network 
traffic, providing predictive risk management and minimizing Mean Time to Respond (MTTR) [19]. 

Within the framework of long-term CTI risk planning, regulators are beginning to account for the 
Q-day factor – the moment when the computational power of quantum computers becomes sufficient to 
compromise modern encryption algorithms (RSA, ECC). Modern compliance requires operators to 
implement protocols that allow for the rapid replacement of encryption algorithms without deep 
hardware modernization. One such protocol may be cryptographic agility. Furthermore, the integration 
of quantum-secure communication channels into critical management nodes is becoming a mandatory 
requirement for infrastructure of the highest level of significance. 

As an ingenious tool for proactive compliance, it is impossible not to mention digital twins, which 
are implemented to minimize risks during network scaling. These are virtual replicas of the physical 
network, distinguished by their multifaceted functionality. In this context, they are capable of 
performing stress testing of the system under conditions simulating massive cyberattacks or natural 
cataclysms without risk to real users, verifying regulatory changes (for example, new routing rules) in 
an isolated environment before their deployment into production and using predictive maintenance 
methods to identify hardware degradation before the occurrence of failure. 

Undoubtedly, financial instruments are becoming an important element of modern risk 
management. Since absolute security is technically unattainable, regulatory frameworks are beginning 
to integrate requirements for cyber insurance for operators. Insurance institutions act as secondary 
regulators, establishing infrastructure security requirements as a condition for insurance coverage. The 
creation of institutional mechanisms for economic loss compensation in the event of large-scale failures 
(blackouts) is based on compensation funds, which reduces the systemic burden on the state budget. 

With the implementation of AI in traffic management and dynamic pricing, risk management 
expands toward ethical auditing. Regulators require the provision of explainability (Explainable AI, XAI) 
of algorithms to exclude discrimination against certain user groups or the unjustified restriction of 
bandwidth (throttling) for competitive services. 

Accordingly, in modern conditions, compliance and risk management cease to be burdensome 
superstructures. They become the foundation of trust in civilian infrastructure, determining its viability 
in conditions of global digital instability. 
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5.4. Institutional oversight and accountability in civilian telecommunications 

Institutional oversight in the modern civilian telecommunications environment constitutes a 
deeply integrated system of multi-level governance. In the context of the rapid evolution of 
infocommunication technologies, the efficacy of oversight activities is directly determined by the ability 
of national regulatory bodies to maintain functional autonomy while simultaneously expanding vectors 
of interaction with international institutions and civil society. 

The modern oversight architecture is based on the dialectical unity of ex-ante and ex-post control, 
where prior regulatory mandates in spectrum allocation and net neutrality are supplemented by 
posterior analysis of operational activities and antitrust audits [20]. A key vector of transformation in 
this context is the transition to dynamic oversight implemented within regulatory sandboxes, which 
allows for the verification of innovative technological solutions in an isolated environment without the 
risk of destabilizing the entire critical infrastructure. 

A paramount condition for the legitimacy and efficacy of oversight institutions is the provision of 
their comprehensive independence, encompassing not only structural decoupling from executive 
authorities, but also the formation of autonomous financing systems through industry levies, as well as 
legislative protection of leadership against politically motivated rotation [21]. Such institutional 
resilience allows for the minimization of risks of so-called regulatory capture, where oversight functions 
are deformed in the interests of dominant market entities to the detriment of the public good. At the 
same time, the classical control vertical is increasingly supplemented by the concept of co-regulation, 
within which part of the responsibility for compliance with technical standards and ethical norms is 
delegated to professional consortia and international standardization organizations, ensuring high 
relevance of oversight practices to the current level of technological development (see: Figure 5. 
Institutional oversight pyramid). 

Particular significance within the structure of modern accountability is acquired by judicial 
review, acting as a guarantor of the balance between the regulator’s discretionary powers and the rights 
of private operators. Judicial review mechanisms provide legal protection against unjustified 
interference and guarantee that the actions of oversight bodies remain within established legal 
procedures. 

 

Figure 5. Institutional oversight pyramid 
Source: Built by the author. 
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At the same time, in the era of network management algorithmization, institutional accountability 
expands toward the verification of artificial intelligence transparency, requiring industry entities to 
ensure the explainability of automated decisions affecting service availability and traffic filtering. Thus, 
the systemic interaction of parliamentary oversight, independent judicial review and civil society 
institutions forms a robust framework of responsibility that not only prevents abuses in the 
telecommunications sphere, but also serves as the foundation of trust in digital infrastructure as a 
strategic public resource. 

The further complication of the oversight architecture is driven by the burgeoning convergence 
of telecommunications with other critical sectors, such as energy, transport, financial systems, which 
necessitates cross-sectoral coordination of oversight strategies. Here, institutional accountability 
expands to the level of ensuring system-wide resilience, where a failure in one segment of the 
communication network can initiate cascading destructive effects in adjacent industries. 

To mitigate such exogenous shocks, oversight institutions implement adaptive management 
mechanisms based on continuous data monitoring and simulation risk modeling. This approach allows 
for a shift from rigid technological determinism in favor of flexible regulatory responses capable of 
transforming in accordance with changes in the cyber threat landscape and the geopolitical 
environment. 

An important vector for deepening accountability is the international harmonization of oversight 
practices aimed at overcoming legal fragmentation in the management of transboundary data flows and 
satellite constellations. In this context, institutional oversight evolves toward the creation of hybrid 
regimes, where national sovereign requirements are coupled with global security protocols, forming a 
single trusted communication space. Meanwhile, the emphasis shifts from formal regulatory compliance 
toward achieving substantive operational transparency, ensured through the implementation of open 
auditing standards and the participation of independent expert communities in the verification of 
critical software code. 

Consequently, the modern system of institutional oversight is a multidimensional instrument of 
strategic foresight that not only regulates current market processes, but also actively shapes the secure 
contours of the future global information society. 

5.5. International best practices in regulating and governing telecom infrastructure 

The European regulatory model, manifested in the updated legislative package including the 
Digital Networks Act (DNA) and the Artificial Intelligence Act (AI Act), demonstrates a shift toward 
achieving strategic autonomy and technological sovereignty. A key best practice here is the 
implementation of regulatory simplification aimed at a radical reduction of administrative barriers for 
operators investing in Very High Capacity Networks (VHCN). Particular attention in the European 
approach is paid to protecting end-user rights through “privacy-by-design” mechanisms and ensuring 
rigorous transparency of algorithmic network management systems. The harmonization of national 
standards under the aegis of the Body of European Regulators for Electronic Communications (BEREC) 
allows for the creation of a single trusted space, promoting cross-border interoperability and resilience 
to cyber threats. 

In contrast, the Anglo-American approach, channeled through the activities of the US Federal 
Communications Commission (FCC) and the UK regulator Ofcom, continues to rely on mechanisms for 
stimulating market competition and dynamic radio frequency spectrum management. A leading practice 
in this jurisdiction is recognized as the long-term planning of investment cycles, ensuring the stability 
of the legal framework over a 5–10 year horizon, which is critical for attracting venture capital into the 
development of 5G-Advanced and 6G networks. Within this approach, infrastructure management is 
closely linked with cyber resilience strategies, where cybersecurity agencies (CISA) actively participate 
in verifying supply chain security and protecting critical communication nodes from external 
destructive influence. 

The Asia-Pacific region, for its part, demonstrates the effectiveness of state-centric governance 
models characterized by large-scale targeted investments in national infrastructure and the cultivation 
of technological champions. A leading experience here is the integration of telecommunications plans 
into broader industrial development strategies, which enables the rapid deployment of converged 
networks in industrial clusters and smart cities. Simultaneously, there is a trend toward the gradual 
liberalization of secondary markets, for example, through simplified licensing for Mobile Virtual 
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Network Operators (MVNO), promoting service diversification and reducing access costs for the 
population. 

A synthesis of global experience highlights several universal principles determining the quality of 
modern communication management: adherence to technological neutrality, implementation of 
infrastructure sharing mechanisms to optimize costs and the mandatory integration of environmental 
standards (Green ICT) into equipment requirements (see: Figure 6. Global strategy matrix). In 
conditions of global fragmentation, the most resilient regulatory frameworks are those capable of 
balancing the protection of national interests with the maintenance of global network connectivity 
through active participation in international standardization (ITU, 3GPP). 

 

Figure 6. Global strategy matrix 
Source: Built by the author. 

To provide empirical depth to the research, it is necessary to examine the implementation of 
theoretical models using specific market entities, whose activities in 2024-2026 have become 
benchmarks for analyzing business-regulator interactions (see: Figure 7. Evolution of corporate 
models). 

In the European context, the experience of the Orange and Deutsche Telekom corporations is most 
illustrative. Amidst the implementation of the NIS2 Directive and preparations for the entry into force 
of the Digital Networks Act, they became the drivers of the transition to a shared responsibility model 
[22]. These companies not only adapted their internal compliance systems to rigorous cybersecurity 
requirements but also initiated a global discourse on the fair share contribution of technology giants to 
infrastructure development, leading to the formation of new precedents for public-private interaction 
in the EU. Concurrently, these operators are executing highly complex programs for the mandatory 
decommissioning of equipment from high-risk vendors, such as Huawei and ZTE, illustrating the 
practical application of the concept of technological sovereignty under regulatory pressure. 

In North American jurisdictions, the activities of AT&T and Verizon demonstrate another facet of 
institutional accountability related to acute legal conflicts surrounding user personal data and 
geolocation protection. These companies’ litigation with the Federal Communications Commission 
(FCC) regarding the lawfulness of imposing multimillion-dollar fines without jury participation has 
become a landmark for defining the limits of a regulator’s discretionary powers [23]. At the same time, 
the Starlink (SpaceX) case opens a new chapter in international spectrum management, where a private 
actor is compelled to coordinate its actions not only with national agencies but also directly with the 
International Telecommunication Union (ITU) to prevent orbital conflicts [24]. This creates a precedent 
for agile regulation, where normative frameworks adapt to the specificities of low Earth orbit (LEO) 
constellations, ensuring connectivity in hard-to-reach regions while maintaining control over radio 
frequency resources. 

The experience of the Japanese corporation Rakuten Mobile deserves special attention, as it has 
effectively deconstructed the traditional telecommunications management model through the 
implementation of a fully cloud-native architecture and Open RAN standards. This example 
demonstrates a transition to software-defined management, where dependence on a specific hardware 
vendor is neutralized through the use of open interfaces and network function virtualization (NFV). 
Rakuten’s success in reducing operational costs and exporting these technologies through the Rakuten 
Symphony division to other global players (the German operator 1&1) confirms the viability of 
decentralized governance models. 
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Figure 7. Evolution of corporate models 
Source: Built by the authors  

Thus, the collective actions of these corporations confirm that the modern telecommunications 
landscape is shaped in a process of continuous alignment between corporate innovations and the 
dynamically evolving requirements of state security and international law. 

 

 

Figure 8. Strategic architecture of Valiienko’s Smart CapEx Framework 
Source: Built by the authors  

6. Conclusions 

This analysis confirms that by 2026, the civilian communications sector has outgrown the 
framework of a purely service industry, transforming into a complex integral cyber-physical system. 
This qualitative leap necessitates a transition to fundamentally different regulatory technologies, 
postulating the priority of a flexible ecosystem approach over obsolete methods of hierarchical control 
and rigid administration. 

Modern regulatory policy ceases to be a set of passive restrictions and transforms into an active 
instrument for shaping the innovation landscape. A key factor in CTI resilience is adherence to the 
principle of technological neutrality combined with active investment stimulation, which minimizes the 
risks of technological lock-in and accelerates the diffusion of 5G-Advanced and 6G solutions. 
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Traditional state administration is being replaced by hybrid governance models capable of 
effectively operating both physical assets and logical network layers. The public-private partnership 
(PPP) model, in conjunction with Open Access Network concepts, is recognized as the most promising, 
providing a balance between national security interests and market efficiency. 

Risk management has evolved into a complex strategic discipline. The implementation of Zero 
Trust Architecture, AI-driven Threat Intelligence systems and the use of digital twins for infrastructure 
stress testing are necessary conditions for ensuring cyber resilience. Preparing for the Q-day factor 
through the implementation of post-quantum cryptography acquires particular relevance. 

Effective oversight in the era of algorithmizing requires ensuring the functional autonomy of 
regulatory bodies. Key trends include the transition to dynamic oversight within regulatory sandboxes 
and the provision of algorithmic transparency (XAI), which guarantees the accountability of automated 
traffic management systems to society and the law. 

International experience (the Orange, Starlink and Rakuten cases) demonstrates a growing 
contradiction between the pursuit of digital sovereignty and the necessity of maintaining global 
connectivity. International harmonization of oversight practices, while maintaining strict control over 
supply chain security and the localization of critical data, is recognized as the optimal strategy. 

In conclusion, the viability of civilian telecommunications infrastructure amidst geopolitical 
volatility will be determined by the synergy of technological reliability, economic efficiency, and 
environmental responsibility (green ICT). Future research should focus on the development of universal 
protocols for interaction between sovereign networks and global satellite constellations to ensure the 
continuity of global information exchange. 
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