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Ensuring national security is implemented through the formation and implementation of
strategic management policy, including in the economic sphere. The process is aimed,
first of all, at overcoming risks and threats, their prevention and prevention of relapses.
Security management acquires particular relevance in modern crisis conditions caused
by the Russian invasion of Ukraine, external pressure and instability in all spheres of
national security. The purpose of the study is a theoretical analysis and the formation of
practical recommendations for managing enterprises in the context of the impact of crisis
factors of war on the development of economic processes. The article considers the types
of crises that are potentially likely in the security sector, both within the enterprise and
in the context of external influence. Among the methodologies for analyzing the level of
"fragility”, the Peace Foundation's approach to measuring the Fragile State Index is
proposed. The study identifies potential risks for the strategy for developing the business
environment caused by the destruction of war. The features of the agile project
management system are studied, including iterativeness, incrementality, communication
and collaboration, adaptation to change, and focus on results. Key approaches to agile
project management are considered, in particular, PMIS (Project Management
Information Systems) and EVM (Earned Value Management) for greater flexibility and
transparency of management. The need for the transfer of modern approaches, generally
accepted in the international community, to the upgrade of local management structures
for enterprise development is determined. It is established that economic development
in crisis conditions should be aimed at the transfer of new technologies, the integration
of sustainable initiatives, and the actualization of social participation in initiatives.
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3abe3nevyeHHA HallioHA/JbHOI Oe3MeKHW peasi3oBYETbCA IJASAXOM QOpPMyBaHHSA Ta
peastizanii cTpaTeriqyHoi ynpaB/iHCbKOI MOJITUKH, B TOMY 4YMCIi, y chepi ekoHOMIiKH.
MeTol0 JoCHipKeHHs € TEeOpeTUYHHH aHajsi3 Ta QopMyBaHHA MNPAKTUIHHUX
peKoMeHJalii 1040 yHpaBJiHHA MNiJNPUEMCTBAMHM B YMOBax BILJIMBY KPHU30BUX
YUHHHUKIB BilHA Ha PO3BUTOK €KOHOMIYHMX NMPOLECIB. ¥ CTaTTi po3rjsfaloTbCca TUIH
KpHU3H, NOTeHLiliHO UMOBipHi B cdepi Ge3neku sk BcepeLUHi MiANPUEMCTBA, TaK i y
KOHTEKCTi 30BHILIHbOTO BIJIMBY. CepeJ; METOZOJIOTIN aHAJMITUKU PiBHSA «KPHUXKOCTi»
3amnpomnoHoBaHo nigxig ®oHxy Mupy, wo BuMiptoe IHAekc kpuxkux fepxaB (Fragile
State Index). ¥ pocnifkeHHI BU3HAYE€HO NOTEHLiMHI PU3UKH AJIs1 CTpaATerii pO3BUTKY
HiZIPUEMHUIIBKOTO CEPEIOBHUIIA, 3yMOBJIEHI pyiHanisiMu BikHU. BUBYeHO 0co6/1MBOCTi
CUCTEMHU THYYKOTO YNpaBJiHHA TPOEKTaMH, cepesi HAKHUX — ITEpaTUBHICTH,
iHKpeMeHTa/lbHICTh, KOMYHiKallisi Ta cniBIpals, aganTatis 1o 3MiH, cGOKyCOBaHiCTb Ha
pe3ysbTaTi. PO3risHyTO KJIOYOBI MigXOAU [0 THYYKOIrO YIIpaBJiHHA IPOEKTAMH,
30kpeMa, PMIS (Project Management Information Systems) ta EVM (Earned Value
Management) Ajs 6ijiblioi HYYKOCTi MW Npo3opocTi ymnpaBiiHHSA. /leTepMiHOBaHO
noTpeby TpaHchepy CydacHUX MiAXOAIB, 3arajJbHONPUUHATHX Yy MiKHapOJHIN
CHIJIBHOTI, 0 aNrperAy JIOKaJbHUX YIIPaBJAIHCBKUX CTPYKTYDP 3 PO3BUTKY MiAIPHUEMCTB.
BcTaHOBJ/IEHO, 1110 EKOHOMIYHMH PO3BUTOK B KPU30BHUX YMOBaX Ma€ OYTH CIIPSIMOBAaHUH
Ha TpaHcdep HOBITHIX TexHoJIOTiH, iHTerpauito craaux iHiniaTuB, akTyaJsizauniro
coujiaspHOI y4yacTi y iHiniaTuBax. KoHuenuis rHy4koro aHTUKpPU30BOTO yINpaBJiHHSA
MiCTUTb B OCHOBi iTepaTMBHUU Mpolec - rapaHTil0 THYYKOCTi y IJIaHYBaHHI Ta
BUKOHAaHHI OKpeMUX 3aBJlaHb NPOEKTY. Takuil mifxiJy B6a4a€TbHCSI OCHOBOIO peasizamii
nporpaMM BifjHOBJIEHHSI Ta PO3BUTKY MNiANPUEMCTB B KpPHU30BUH NepioJ B YkKpaiHi.
3abe3nevyeHHs1 B3aEMOJil CTEeHKXOJIJlepiB Ta iHBECTOPiB, MOETAIHICTb B peasisauii
¢dyHKIioHaNy, 6e3nepepBHUNA 3BOPOTHHUH 3B'I30K /I03BOJIUTh KOMaH/JaM ONEPATHUBHO
pearyBaTu Ha [AWHaMiKy BUMOT, MIiHIMi3yl04d PU3UKU HEBIANOBIAHOCTI KiHIEBOTO
pe3yabTaTy O4iKyBaHHAM BiJ peasi3alii IPOEKTY.

K/IIOYO0BI C/IOBA

KpHU30Bi fIBUILIA, YIIPaBJiHHS, CTaJUil pO3BUTOK, iHpopMalLiliHa Ge3neKka, HyYKe
yIpaBJliHHA, iIHHOBalil, aHTUKPU30Be yIpaBJiHHS, afanTarisl.
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1. Introduction

The crisis conditions of the war, among other things, are reflected in economic processes as an
indicator of the overall national security of the state. Since the beginning of the war, the share of the
business sector that assesses the investment climate in Ukraine as unfavorable has increased from 5%
to 53% in 6 months [1]. At the same time, the greatest risks for investments are due to the destruction
of infrastructure, in particular, which is of critical importance in the energy sector. In this regard, the
upgrade of the model of anti-crisis management of enterprises should provide for an increase in the
stability of functioning, the identification of reserves to increase the level of investment attractiveness,
and the attraction of international successful experience in the digitalization of management processes.

The study of the peculiarities of the functioning of anti-crisis management systems of enterprises
in crisis conditions is seen as a necessary prerequisite for identifying key problems and determining
factors regarding the effectiveness of project implementation in the area under study.

2. Literature Review

Theoretical, methodological and practical concepts of anti-crisis management of enterprises are
positioned as the subject of modern scientific discourse, forming an interdisciplinary vector of research,
which is actively developing in the international scientific field. Among the founders of the topic, who
made a significant contribution to its development, it is necessary to note Santos and de Carvalho [2],
Suvvari [3], Tetteh [4]. Their publications accumulate the experience of specialized professional
organizations in project management - the International Project Management Association (I[PMA) and
the Project Management Institute (PMI).

Publications by Arauz et al. [5], Klijn and Koppenjan [6], Krysovatyy et al. [7] are devoted to the
analysis of anti-crisis approaches to the management of modern companies. The authors focus on the
effectiveness of the agile management approach in the implementation of enterprise development
projects through its features, such as adaptability, iterativeness, and flexibility.

Research results Lau et al. [8], Xu and Zhang [9] demonstrate the crucial importance of flexibility
for the successful integration of innovations, maintaining the competitiveness of companies and
maximizing the satisfaction of consumer needs. The authors focus on the functionality of modern flexible
crisis management in the context of the effectiveness of interaction, cooperation and communication,
ensuring the involvement and awareness of stakeholders, minimizing the risk of delays in the
implementation of projects or misunderstandings.

Praveen [10] proposes to develop the potential of regional and local management structures as
components of state management of economic security. According to the scientist, this approach makes
it possible to take into account the specifics of regional progress and, in general, contributes to the
development of public-private partnerships. At the same time, as the scientist notes, public
administration plays a major role in ensuring national security, in the context of determining
information and regulatory functions.

Yehorchenkova and Yehorchenkov [11] note that the crisis phenomena caused by the war cause,
in aggregate, a significant transformation of informal institutional formations, and increased risks of
instability change the established management mechanisms, which, in synergy, actualize the problems
of providing support for economic development at different management levels. The scientist sees a way
out of the current situation in the integration of innovative models of regional and national
development, based on the concepts of public-private partnership, active interaction between the state,
society and business.

Some scientists (Marnada et al. [12]) draw attention to additional risks to the functioning of
business in crisis conditions. Among them are imperfect institutional support, weak investment activity,
and the need to improve staffing of management processes. The authors are convinced that the low level
of management efficiency is mainly due to systemic shortcomings of financial, economic and socio-
political processes, in particular, uncontrolled corruption, depletion of the national economy, and
distortions in the development of democracy.

The problems of risk management in the conditions of uncertainty and crisis dynamics, which
determine the effectiveness of enterprises, as well as the conflict between the principles of agile
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methodologies and the realities of the traditional distributed environment, remain relevant. Economic
development in crisis conditions requires a deeper adaptation of flexible management methodologies
to the dynamics of business priorities. This forms the need for additional research to develop an optimal
system of flexible anti-crisis management of enterprises.

3. Problem Statement

The purpose of the study is to theoretically analyze and form practical recommendations for
managing enterprises in a crisis, in the context of flexible strategies and mechanisms for maintaining
the security environment.

4. Methods and Materials

The research process involved two main stages: the collection of informative data and its
analytical processing. At the first stage, primary sources of information were used. The materials of the
study were selected from sectoral scientific works, publications, and materials of scientific and practical
conferences in the field of state management of national security for the period from 2020 to 2025. Also,
statistics from official sources (NCSI, Fragile State Index and others) were used.

Data analysis was carried out using qualitative methods. With the help of scientific abstraction
and system analysis, the essence of the phenomenon of anti-crisis management of enterprises was
determined, and the main functionality, methods and tools of this process were allocated. System
analysis made it possible to establish the essence of definitions and conceptual categories, at the same
time, synthesis - to meaningfully combine the selected aspects in the direction from identical and
essential to diversity, integrating general and individual aspects into a single concept. In order to
formulate conclusions of analytical processing of empirical data, methods of generalization and
systematization were applied. Limitations of the study include lack of access to complete and up-to-date
official data and regional bias.

5. Results and Discussion

Ensuring the effective functioning of enterprises in the conditions of war crisis requires
compliance with several principles: priority of security interests; adequacy of response, unity and
balance; public-private partnership; reliability and transparency; complementarity to the requirements
of the law. The problems synergize both theoretical and practical dimensions, in the context of
improving the process of developing and implementing effective management strategies, developing an
algorithm for timely identification, prevention and elimination of risks. Qualitative indicators of the
success of anti-crisis management in wartime are the controllability of security processes, awareness,
sustainability, and economic efficiency [13; 14].

Against the background of increased risks of unpredictable dynamics of the geopolitical situation,
escalation of instability and military crisis in Ukraine, there is a need to engage effective international
empirical assessment in order to predict potential risks to economic activity. The process involves the
calculation of the Fragile State Index in the context of each state, which makes it possible to assess the
effectiveness of national security and identify “bottlenecks” in this area. Fragile State Index studies in
2020-2023 show significantly higher indicators for countries bordering Ukraine, which is due to the
escalation of the military conflict. In particular, for Ukraine, the index has an FSI range of 68.6-95.9, and
for Moldova, 64.5-67.4 (Figure 1).

The dynamics shown in Figure 1 demonstrate significant differences in the managerial capacity
of state bodies to ensure national security, which in turn determine the conditions for economic
development. Thus, the countries of the European community have a higher level of management
system in terms of guarantees of state sovereignty. At the same time, Ukraine and Moldova, countries
with vulnerable transition economies, show higher Fragile State Index values. Noting that Ukraine has
been devastated by the war, the index values have reached critical values (95.9 points in 2023).
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Figure 1. Dynamics of the Fragile State Index in 2020-2023
Source: Compiled by the author based on the data from [15-18].

Important prerequisites for the successful development of enterprises in wartime are the support
ofinformation and investment security. The definition of the National Cybersecurity Index (NCSI) allows
you to determine the management potential in the context of leveling cyber threats. The NCSI rating
(Figure 2) for 2023 demonstrates the level of digital information security in Ukraine among the
countries of the European continent.

Level of Digital Development m National Cybersecurity Index

Poland 72,29
T R T mmmmmm-- 90,83
Estonia 80,02
T T .- 85,73
: 67,73
Ukraine 1l il 80,83
Latvia 71,88
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Figure 2. NCSI Ranking of Selected European Countries, 2023
Source: Compiled by the author based on the data from [19].

Modern integrated information security systems (CISS) are currently successfully used in the
sector of the economy, as they allow you to manage access to confidential data and ensure the integrity
of critical resources of the enterprise.

Another important component of the country's national security in the context of the crisis is
investment security. According to the statistics of the external sector of economic activity of Ukraine,
which was destabilized by the war (Figure 3), the investment sector has undergone significant
dynamics.
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Figure 3. Dynamics of direct investments (balance), million USD USA
Source: Compiled by the author based on the data from [20].

The graph (Figure 3) shows a significant surge in February 2022, and the indicators of the
subsequent months of 2022 are much better than those of 2021. At the same time, investments of private
individuals are positioned as an important tool for maintaining economic security in times of crisis and
uncertainty. Optimization of the investment climate requires active financial incentives, including
project support programs for industrial projects, compensation of interest on investment loans,
interest-free lending to projects to ensure the functioning of critical infrastructure, and stimulation of
innovative technology transfer activities [21].

In the context of crisis management in wartime, flexible approaches are of particular importance.
Agile project management is an adaptive collaborative approach, which is based on the concept of
iterative development, involving the replacement of work on a single result with small managed projects
- iterations (sprints). The Agile framework guarantees flexibility, adaptation, sustained and continuous
feedback, positioning cooperation and interaction of stakeholders as the value basis for project
implementation, which ensures consistency and quick decision-making [22].

It is advisable to define the basic principles of Agile in the context of the development of
enterprises in crisis conditions:

- development of a fixed change response plan to ensure rapid adaptation to the dynamics of
conditions or requirements;

- regular reflection and adjustment due to in-depth analysis at the end of each sprint;

- implementation of joint practices in teams;

- priority of interaction with the client to ensure compliance of the final product with the needs
of consumers;

- continuous feedback loop [23].

Such fundamental principles of agile management of infrastructure projects will allow for the
formation of an operational and flexible structure that ensures the effectiveness of the project and
supports the dynamics of the team working on it

One of the basic principles of the flexible approach, which gives it prospects for use in the process
of functioning of Ukrainian enterprises, is the possibility of starting work from the existing state and
position, without creating special prerequisites, which guarantees ease of implementation, flexibility
and adaptability. The key emphasis is on the continuity of implementation, which creates conditions for
gradual and more flexible implementation of targeted corrections

The main concepts of the new management strategies are continuous analysis and continuous
improvement, promoting the importance of a culture of respect in team interaction, delegating decision-
making rights to all stakeholders, just-in-time production, and focusing on optimizing processes, quality,
and speed of project implementation. Qualitative results can be achieved through regular assessment of

6
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the effectiveness of the implementation of innovative approaches to crisis management and decision-
making based on it.

6. Conclusions

As evidenced by the results of the analysis, military threats have the most destructive nature of
influence on the processes of economic development. Ukraine, which is characterized by a critically high
instability value of the Fragile State Index (95.9), is characterized by an increased security threat, which
requires significant management resources to maintain the economic efficiency of business.

The concept of agile crisis management is based on an iterative process - a guarantee of flexibility
in planning and executing individual project tasks. This approach is seen as the basis for the
implementation of the program for the recovery and development of enterprises in the crisis period in
Ukraine. Ensuring the interaction of stakeholders and investors, step-by-step implementation of
functionality, and continuous feedback will allow teams to quickly respond to the dynamics of
requirements, minimizing the risks of the final result not meeting expectations from the project.

Prospects for further research are seen in the combination of traditional elements and innovative
Agile methods for differentiating large-scale business projects into short iterations with support for the
adaptability of enterprises.
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