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ARTICLE INFO ABSTRACT

Research Article The rapid development of artificial intelligence (Al) is radically transforming auditing
activities, ensuring not only the automation of routine processes and the transition to

DOI: continuous monitoring, but also changing the role of the auditor. Technologies such as big

10.70651/3083- data analysis, machine learning, and Explainable Al (XAI) are becoming more and more

6018/2025.11.12 commonplace in the audit community. Meanwhile, for developing countries, the process of
integrating Al auditing poses a double challenge. On the one hand, technological advances,
Copyright © 2025 increasing data volume, and rapid globalization make the integration of Al into human
activities not just a desirable improvement, but also a prerequisite for competitiveness.
Moreover, Al allows not only to improve productivity, but also to compensate for human
® @ resources to some extent. On the other hand, there are a number of systemic limitations to
| @ the implementation of Al, which not only slow down the integration process but also make
it impossible in some places. All this requires an integrated approach to the application of
Al technologies in these countries. The available publications in this area are mostly
access journal and focused on developed economies, leaving a research gap on a comprehensive model for
all published articles implementing Al audits in resource-constrained settings. The purpose of this article is to
are licensed under a  identify key system barriers and develop a practical integrated framework for Al audit
Creative Commons readiness in these countries. The study conducted in this article identifies and systematizes
Attribution— the systemic gap between global Al audit models, based mainly on developed
NonCommercial 4.0  nfrastructure, and the realities of developing countries. Five interdependent key factors
International were identified, such as data infrastructure (fragmentation, poor quality, unstable power
(CC BY-NC 4.0) supp!y), technological readin_ess (lack of computing resources, need for new sof_tV\{are
solutions, weak cybersecurity), human resources (critical shortage of specialists,
insufficient adaptation of educational programs), organizational capacity (lack of holistic
strategies, informal procedures) and regulatory support (lack of comprehensive laws, non-
compliance of internal norms with international standards). To overcome this
fragmentation, a practical integrated readiness framework is proposed, which unites all
these components and can serve as a tool for diagnosing and planning Al integration. Thus,
the study comprehensively analyzed and systematized the key barriers to the
implementation of Al in auditing in developing countries, confirming the incompatibility of
Western models with their resources. It showed that the successful digital transformation
of audit requires not only technological investments but also the parallel strengthening of
data infrastructure, staff training, and the creation of a strong regulatory framework. The
proposed readiness framework is the basic guide that facilitates this process.
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CTpiMKHU# po3BUTOK wTy4YHOro iHTesekty (LII) pajgukaabHUM 4YHUHOM TpaHchOpMye
ayJUTOPCbKY Aifl/IbHICTD, 3a0e3Me4your He TiIJIbKY aBTOMAaTH3allil0 pyTUHHUX NpOLeCiB Ta
nepexiJ; 10 6e3rnepepBHOTO MOHITOPUHTY, a ¥ 3MiHIOIOUH CaMy poJib ayAuTopa. Taki TexHostoril
SIK aHaJIi3 BeJIMKUX AaHuX (Big Data), MamnHHe HaBYaHHA Ta nosicHioBasibHUH LI cTaroTh Bce
6isblle OyleHHUMH B ayJAUTOPCBKIM cHiZbHOTI. TUM 4acoM, [/1f KpaiH, 1[0 pO3BUBAIOTHCH,
npouec iHTerpauii lI-ayquTy cTBOpro€ NMOABIHHUI BUKJIUK. 3 OAHOTO 60Ky TEXHOJIOTIYHUM
nporpec, 36i/bllIeHHs 06'€My JaHUX Ta IIBMJKA IJo06ajnizanisg po6sasaTb iHTerpauiio I B
JIIOJCBbKY [JifJIbHICTb He MpOCTO 6akaHUM MOKpalleHHsM, a H Heo6XiZHOW YMOBOIO
KOHKypeHTO034aTHOCTI. [Ipu yomy LI 03BOJIsI€ HE Ti/IbKY NOKPAIUMTH NPOAYKTUBHICTB, ajle i
[IEBHOI0 Mipol0 KOMIIEHCYBAaTH JIIOACbKI pecypcd. 3 iHLIOrO GOKY iCHYe psifi CHCTEMHHX
obMexxeHb BrpoBakeHHs IlI, fki He TiNBKW CHOBiNMBHIOIOTHL Npouec iHTerpauii, ajse i
NOJleKyAu poOJATh HOro HeMOXJMBUM. lle Bce BHMMara€ KOMILJIEKCHOTO MiJXOAy [0
3acrocyBaHHs Il TexHosoriii B nux kpaiHax. HasBHi my6usikauii B 1iii coepi 3ae6iab11oro
OpiEHTOBaHi Ha pO3BHHEHI EKOHOMIKM, 3a/IMIIAIYM JOCAIJHULBKUNA pO3PUB 1100
KOMILJIEKCHOT MoJiesti BipoBapkeHHs LlI-ayAuTy B yMoBax 06MexkeHUX pecypciB. MeToto jaHOI
CTaTTi € BU3HAYEHHS K/JIIOYOBUX CUCTEMHUX 6ap'epiB Ta po3pobKa NPaKTUYHOI iHTerpoBaHOi
pamku rotoBHocTi o I-ayauTy B 1jux kpaiHax. Jlocii»keHHsIM, TPOBEJeHUM Y JlaHil CTaTTi,
BUSIBJIEHO TA CUCTEMATH30BaHO CUCTEMHUM PO3pUB M rJ106a1bHUMU Mogesamu lll-ayuty,
mo 6a3ylTbCs 3/e6iIbIIOro Ha pO3BHUHEHIN iHQpacTpykTypi, Ta peaniiMu KpaiH, L0
po3BUBaIOThCAA. Bysio BU3HAueHO M'SITb B3aEMO3aJIEXKHUX K/IIOYOBUX (QAKTOPIB, TaKUX fK
indpacTpykTypa AaHux (GparMeHTapHICTh, HU3bKa SKiCTb, HeCTabi/IbHe eHepronocTayaHHs),
TEeXHOJIOT{YHA FOTOBHICTb (6pakK 064MCII0BaIbHUX PeCypciB, HeOOXiJHICTb HOBUX IPOrPaMHUX
pilieHb, ciabka KibepOesneka), KaZjpoBa CIPOMOXKHICTb (KpUTHUYHUH JediuuT daxiBlib,
HeJIOCTAaTHA aJaNnTallii OCBiTHIX IporpaMm), opraHisauiiiHa cnpoMoXHicTb (BiCyTHICTB
LiJlicHuX crparerii, HepopMasizoBaHi mpoueaypu) Ta peryJsTopHe 3abe3nedyeHHs (6pak
KOMIIJIEKCHUX 3aKOHIB, HEBIATIOBIJHICTb BHYTPIIIHIX HOPM MiXXHapoJHHUM cTaHjapTaM). Jis
nojoNlaHHs L€l dparMeHTApHOCTI 3aMpONOHOBAaHO MPAKTHUYHY IHTerpoBaHy paMKy
FOTOBHOCTI, IKa 00’€JHYE YCi 1li KOMIIOHEHTH i MOXKe CJYTYBaTH iHCTPYMEHTOM JiarHOCTHUKH
Ta IIaHyBaHHA iHTerpauii 1. OT>xe, npoBeeHe KOCTIIKeHHA KOMIIJIEKCHO NPOaHaJIi3yBaio
Ta CUCTEMaTHU3yBaJIO KJIOY0Bi 6ap’epu Ha LuIsAXy BopoBakeHHs LI B ayauT B KpaiHax, 110
PO3BUBAIOTLCS, MiJATBEPAUBIIN HECYMICHICTb 3axiJHUX Mojesed 3 ixHiMM pecypcamMu. BoHo
nokasaJio, 10 ycnimHa uudposa TpaHcpopMalisa ayauTy BUMarae He Jivlle TeXHOJIOTIYHHUX
iHBecTHUIi, ajle ¥ mapayieJibHOTO 3MillHEHHS IHPPACTPYKTYpU JaHUX, IiJ[BUILEHHS
kBaJidikalLil kaApiB Ta CTBOpPeHHs MilHOI peryJATopHOi 6a3y. 3anpoNOHOBaHA paMKa
TFOTOBHOCTI € TUM 6a30BUM NYTIBHUKOM, KU MOJIETLIYE LieH poLieC.

KJIIOYOBI CJIOBA

WITY4HUN iHTeseKT B ayauTi; llI-ayauT; KpaiHy, 10 po3BUBAKTHCS; iHPpacTpyKTypa
JlaHUX; TeXHOJIOTiYHA rOTOBHICTh; mosicHioBaabHU# LI (XAI); kajpoBa CHPOMOKHICTB;
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1. Introduction

In recent years, there has been a rapid development of artificial intelligence (Al), which has had a
significant impact on auditing activities. Thanks to Al, routine processes are automated in auditing and
the accuracy of inspections is increased. In addition, the audit made it possible to analyze large amounts
of data, which became possible thanks to big data. Leading audit firms are actively implementing
machine learning tools into standard procedures, increasingly integrating intelligent audit into their
activities [5; 15]. At the same time, in addition to the means of verification, their very logic changes. Data
sampling is replaced by continuous monitoring and supervision of risky transactions [5; 15]. Also worth
noting is the emergence of Explainable AI (XAI), which makes all decisions of Al models transparent and
understandable. This allows the auditor to provide reasonable conclusions to all stakeholders [28].

In parallel with the increase in productivity, new challenges and risks appear, in particular, the
need for new competencies [25]. No less important is the issue of control and responsibility for
decisions. As the developers of the concept of "internal algorithmic auditing” emphasize, without clearly
defined rules for controlling models, old problems will only be transferred to a new environment [24].
Therefore, international organizations in the regulatory sphere are increasingly focusing on the
requirements for transparency and accountability, although they are mostly focused on countries with
developed economies.

Also, the ability of organizations to use Al depends on the level of readiness of digital
infrastructure and human resources and can differ significantly even within the same industry [10]. For
developing countries, this forms a double challenge. On the one hand, Al audit allows you to compensate
for the lack of human resources and cover large amounts of data. On the other hand, it is these countries
that often face a lack of quality data, limited computing capabilities, and a lack of clear regulatory
mechanisms.

Despite the large number of publications available, most of them focus either on Al audit
implementation technologies or on issues of ethics, trust, transparency, accountability, and control.
There is a lack of a comprehensive system analysis that would take into account all these aspects. In
addition, there is still not enough research in the literature that takes into account the specific
limitations of developing countries.

2. Literature Review

The topic of Al in auditing is currently widely covered on all platforms and has been sufficiently
researched in scientific papers. Basic research by D. Appelbaum et al, and others, describe the
technological capabilities of Al auditing, changes in audit procedures and the role of the auditor under
the influence of automation and big data [5; 11; 13; 15; 25; 26; 27]. In particular, the use of big data
stands out as a new type of audit evidence. The authors focus their main attention on the integration of
machine learning and data analytics into audit processes and show the transition of audit from random
testing to real-time monitoring. C. Zhang et al,, in their work, focus on XAl as the main condition for
transparency and accountability of model decisions in audit [28]. They emphasize that the lack of
explainability is a major obstacle to Al adoption. The authors show that the use of XAl allows auditors
to understand the logic of the models and assess the reliability of the analysis. Other authors describe
how the integration of Al and blockchain affects the architecture of accounting systems [29]. The ability
of Al technologies to significantly expand audit functions to ensure continuous and high-quality data
control is emphasized.

R. Libby and P. D. Witz, using the example of an experiment with “mock jurors” in a case of audit
negligence, investigate how the use of Al in auditing affects the auditor’s perception of objectivity [19].
They demonstrate that the use of Al reduces assessment bias and increases trust in the audit process.
At the same time, it is emphasized that the effective use of Al in auditing requires a deeper
understanding of risks, ethical constraints, and the formation of critical thinking, since these factors
directly affect the quality of the auditor’s profession.

Other authors show how the professions of auditor and accountant are changing under the
influence of the development of Al In particular, S. Greenman et al. emphasize that Al redistributes the
functions of specialists, reducing routine tasks [11]. In turn, they address the ethical challenges
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associated with the adoption of Al, including job losses and dependence on technology. Review by
E. Ahmed and G. Japee demonstrates that in the context of digital transformation, internal audit is
gradually shifting from a controlling role to a partner role [2]. L. E. Fotoh and Y. I. Lorentzon emphasize
that the impact of Al on auditing will be gradual, and propose a transitional framework for development
to ensure the competitiveness of the audit profession [9]. This, in turn, will require the profession to
acquire new skills, as well as change the business models themselves.

D. Leocadio et al. propose the concept of integrating Al into audit, which covers all stages of
implementation and the role of management and control in it [18]. In turn, D. Kokina et al., based on
field data, emphasize the need for a structural approach to management [16]. Their work also notes the
importance of reviewing the roles of auditors and adapting all procedures to the practical use of Al in
auditing. I. D. Raji et al,, in their work on internal algorithmic auditing, they propose a control model that
covers the entire cycle of Al implementation, including design, training, deployment, and monitoring
[24]. The authors emphasize that algorithms can create risks of bias, opacity, and lack of accountability.
To prevent this, they propose the introduction of internal Al audit mechanisms. Similar principles are
laid down in the OECD Framework for the Classification of Al Systems, developed by the international
organization OECD [23].

At the same time, most studies are based on the examples of countries with developed digital
infrastructure, relatively high-quality data, and more mature regulatory institutions. They assume the
presence of a sufficient technological base, even at the stage of analyzing the risks of Al implementation
and scaling [5; 8; 15; 16; 23; 25; 27]. They also rely on developed human and institutional resources [8;
9; 11; 16; 19; 23, 24]. On the other hand, the issue of limited resources and weak institutions, which is
typical for developing countries, remains less researched, even though some works already record
critical personnel, economic and institutional barriers [1; 3; 4; 6; 7; 10; 12; 14; 17; 20; 21; 22].

Thus, D. Genaro-Moya et al. in their article show that in Latin America, the potential of Al to
increase the effectiveness of public control is quite high [10]. It is recognized by the highest audit
institutions, but faces a shortage of personnel, weak infrastructure and frequent delays in the
implementation of digital technologies. S. Anomah’s study on Ghana also highlights the low level of
readiness for Al adoption [4]. Among the influencing factors, the author highlights the lack of resources,
competencies and poor quality of management in public audit. Analysis by A. Nyamawe et al.
demonstrates that in sub-Saharan Africa, there is a high interest of governments in Al technologies [22].
However, their implementation is hampered by a combination of staffing shortages, unstable digital
infrastructure, and uncertain regulatory policies.

Broader cross-regional reviews also confirm the systemic nature of the various limitations faced
by Al initiatives. Thus, in the article by M. S. Khan et al. It is emphasized that in low-income countries,
one of the key obstacles is the lack of cloud solutions and low data quality [14]. In the study of A. Ateeq
et al. note that in South Asian countries, on the one hand, there is a critical shortage of competent
personnel in the digital field, and on the other hand, funding for educational programs with Al remains
insufficient [6]. Similar conclusions are made by the authors A. O. Aderibigbe et al., who describe the
cumulative technological, personnel, and institutional constraints that hinder the development of Al in
Africa [1]. In turn, M. Maghsoudi and others. show that in developing countries, unresolved problems of
weak infrastructure and low control are superimposed on issues of ethics, risk assessment, and trust in
Al algorithms [20].

At the level of private business, the article by S. G. Ayinaddis shows that small and medium-sized
enterprises lag significantly behind large companies due to limited digital resources, lack of
infrastructure, low level of digital literacy and lack of adequate support from the state and its institutions
[7]. The author directly emphasizes that typical models of Al implementation, developed for the
conditions of developed countries, do not work in the real conditions of countries, developing. In this
way, the incompatibility of the models developed and the socioeconomic environment in which they are
used is demonstrated. Research in the field of accounting information systems and business analytics
also confirms this gap. In particular, T. H. Y. Nguyen notes in his work that accounting systems in
Southeast Asian countries are not ready for Al technologies due to a lack of skills in working with them,
low data quality, and weak cybersecurity [21]. Similar conclusions are made by V. Iatsiuta and V. Kobets
in their article, which describes the architecture of Al as a Service (Al-as-a-Service) for Ukraine [12]. The
authors emphasize that the implementation of such a service is constrained by the lack of unified data
and limited IT resources of the business.
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In another Ukrainian study, O. Kondratiuk et al. The authors emphasize the indispensability of the
human factor due to organizational and technological limitations [17]. While Al can improve the quality
of data analysis in audits, its application cannot completely replace the auditor's professional
assessment. In turn, the Malaysian researcher M. Akpa proposes a model for evaluating performance in
the context of the use of Al. The model proposed by him takes into account human and organizational
factors, emphasizing the importance of harmonization of technological and human resources [3].

A literature review shows that despite the high relevance of the topic and the growing number of
publications on the use of Al in auditing, most of the available research remains scattered. In addition,
they are not sufficiently adapted to the conditions of developing countries. Firstly, there is a clear gap
between typical Al audit models, formed mostly in developed countries, and real constraints in low- and
middle-income economies. Existing approaches, in particular to risk management and XAl, do not take
into account the poor data quality, limited IT infrastructure, and lack of specialists typical of countries
with weak economies. Secondly, the existing works do not form a holistic model for implementing Al
audits in conditions of limited resources, despite the fact that they cover the issues of infrastructure
readiness, social and economic challenges, as well as personnel shortages. Thirdly, the identified need
for new roles and skills of the auditor is almost not considered in the context of the regional shortage of
personnel and inequality of access to education. Fourthly, modern approaches to ethics, accountability
and governance in the field of Al auditing, widely described in the literature, often do not contain
practical mechanisms for adapting to the conditions of weak supervisory systems in developing
countries.

Summarizing the results of the literature review, we can say that modern research does not form
a holistic and practically applicable model for the implementation of Al audit in developing countries.
This emphasizes the relevance of the research aimed at systematizing existing approaches, identifying
key challenges and forming recommendations for minimizing risks and increasing trust in Al.

3. Problem Statement

This article aims to determine to which the implementation of Al in auditing is possible in the real
constraints of developing countries. Most of the existing approaches to Al auditing are formed in
countries with developed digital infrastructure, high economic indicators, high-quality data, and
extensive human resources. On the other hand, in Africa, Latin America, Asia and Eastern Europe, there
is a shortage of qualified personnel, inconsistency of information systems, limited budgets and
uncertainty of the regulatory framework, which often makes it impossible to implement Western
models. The research conducted in the article is aimed at solving three key tasks: to identify and
systematize the key barriers to the implementation of Al auditing, as well as to show their
interdependence; to bridge the research gap on a comprehensive model of Al adoption in resource-
constrained settings; develop a practical integration framework for the audit environment that can
serve as a tool for planning and implementing Al audits in developing countries.

The object of this study is the process of integrating Al into audit and financial control, which is
considered a complex system that includes technological, organizational, personnel and regulatory
components. The subject of the study is the limiting factors that affect this process.

4. Methods and Materials

The methodological basis of the study of the implementation of Al audit in developing countries
is based on a systematic analysis of scientific publications, analytical reports, regulatory documents and
reports of leading industry specialists. This approach ensures transparency, impartiality and
reproducibility of research results, as well as allows for a comprehensive assessment of key aspects of
the research process.

5. Results and Discussion

5.1. The Gap Between Global Models and the Reality of Developing Countries

A literature review revealed a significant imbalance between conceptual Al models and the
conditions in which they are implemented. On the one hand, we have the technological potential of

5
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machine learning, big data, XAl, and various digital platforms [5; 13; 15; 26; 27; 28; 29]. On the other
hand, empirical studies conducted in developing countries demonstrate various limitations that
significantly narrow the possibilities of implementing and scaling such technologies [1; 4; 6; 10; 14; 20;
22]. The authors emphasize that weak infrastructure, lack of quality data, computing resources, and
skilled personnel limit the use of Al in key sectors of the economy and public administration [1; 6; 14].

There is also a significant inequality in the participation of developing countries in the global
development of Al. They have a rather small share in the volume of scientific publications, which is why
their needs remain underrepresented [14; 20; 22].

In addition, there is a difference in the priorities of countries with different levels of development.
For developing countries, access to basic services and technological infrastructure is one of the central
issues, while the interests of countries with higher economies may lie elsewhere (e.g., regulation and
ethics of Al) [1; 4; 6; 7; 10; 14; 16; 17; 20; 22].

In this way, we can see that this gap is systemic and multidimensional. For developing countries,
this means that any framework for the introduction of Al, in particular in the field of auditing, should be
based not only on global models, but also on the limitations recorded in studies [4; 6; 10; 14; 20; 22].

5.2. Key Challenges of Al Audit Implementation in Developing Countries
5.2.1. Data infrastructure

Most Al audit models developed in developed countries are based on the availability of
standardized information flows, developed data infrastructure, relatively high-quality data, and unified
recording formats [5; 12; 13; 15; 16; 25; 29]. They are considered as a reliable basis for the deployment
of algorithms for monitoring transactions, analyzing financial flows, detecting anomalies and generating
analytical reports [12; 13; 16; 29].

On the other hand, for developing countries, a different situation is quite typical. In the public
sector of Latin America, information systems are still scattered, and integration between databases is
limited [10]. In Africa and South Asia, incomplete or inaccurate data are common, and there are no
uniform standards for their collection, analysis and coding [1; 6; 14; 22]. For example, in the public
sector in sub-Saharan Africa, the prevalence of unbalanced, biased, and low-quality data hinders the
deployment of machine learning models [22].

An additional complicating factor is periodic interruptions in power supply and Internet
connection, which are typical, in particular, for African countries [1; 22]. For example, as of 2022, 43%
of Africa's population still did not have access to electricity [22]. This makes data transmission not only
unreliable and fragmented but often impossible.

Under such conditions, even relatively simple machine learning models are sensitive to errors,
which in turn affects the accuracy of their work [10; 16; 21; 22]. Auditors often distrust Al
recommendations and conclusions due to a clear inconsistency with their experience with manual
audits [10]. This often leads to the fact that Al solutions remain at the stage of pilot projects without
further scaling and operation [10; 14; 20; 22].

Thus, the data infrastructure in developing countries is a critical bottleneck that determines not
only the effectiveness of Al audit models but also the very possibility of their practical application in
these countries.

5.2.2. Technological readiness

Modern Al audit models perform many complex tasks, such as automated transaction monitoring,
analysis of large amounts of data, the use of blockchain to confirm audit evidence, and the support of
continuous control [5; 13; 15; 16; 17; 25; 26; 28; 29]. An important condition for trust in these models
is not only the accuracy of the results obtained, but also the auditor’s ability to interpret the results [5;
9; 16; 17; 18; 19; 24; 28]. This reinforces the role of XAl, which provides transparency of models and
allows you to understand the logic of decision-making [12; 15; 16; 24; 28]. All these technologies form
a solid foundation for the implementation of Al in auditing.

In developing countries, the implementation of such solutions faces a number of technological
challenges, which are reflected in regional studies. In Ukraine, there is an increase in the amount of data
received from customers, which is why there is a need for high-quality Al-based solutions. But to use Al
in auditing, new software is needed [17]. Often, in the process of developing Al solutions, there are
problems in optimization, limitations in support of multiple sources, and potential security

6
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vulnerabilities [12]. Therefore, Al integration requires addressing key issues, including cybersecurity
[17].

The example of Vietnam shows that companies face significant challenges in adapting to new
technologies. Overcoming them requires not only methodological support, but also serious investments
in technological infrastructure [18; 21]. In the public sector of Ghana, there is also a need to adapt
technological resources to the changes associated with the use of Al [4]. Similar conclusions are drawn
for Latin American countries, emphasizing that supreme audit institutions must respond to
technological advances. They should ensure the openness of data and expand the possibilities of using
analytics in auditing [10]. This will allow auditors to improve the quality of control, reduce the risks of
errors and increase the transparency of conclusions.

In the broader context of developing countries, there is a lack of reliable computing resources and
access to high-speed Internet [1; 4; 6; 14; 20; 22]. Common challenges in Al adoption include insufficient
technical capacity and limitations in data management [10]. There is often a lack of modern formalized
procedures that would turn the results of Al models into a real tool that helps in decision-making.
Policies related to documentation, review, verification, transfer to a higher level, etc., often remain
informal and fragmented [1; 6; 20]. Without this, the work of Al becomes an incomprehensible and
uncontrollable process.

Technological readiness is closely related to financial resources and IT infrastructure, which is
especially important for small and medium-sized enterprises, as they often face high barriers to access
the necessary infrastructure [7].

As aresult of all the above factors, even where such approaches as XAl could theoretically increase
the credibility of Al audits, their large-scale implementation is hampered by technological
unpreparedness [1; 4; 10; 20; 21; 22].

5.2.3. Lack of skills

The role of the auditor is gradually changing from classical sample analysis to analytical work with
data [2; 18; 25]. This requires an increasingly higher level of professionalism and the acquisition of new
skills that combine technical and auditing knowledge [13; 17; 18]. The auditor must not only be able to
apply modern technologies in practical work, but also critically evaluate, interpret and question the
recommendations of models [13; 16; 17]. This, in turn, requires changes in the requirements for auditor
training and adaptation of training programs to modern challenges [13; 25].

Studies conducted for developing countries describe the key factors that determine the industry’s
readiness to implement Al in accounting and auditing processes. An analysis of the impact of Al on the
profession of auditors and accountants conducted in Ghana showed the difficulty of transitioning to new
technological approaches, in particular due to the insufficient qualification of personnel [4]. There is
also a need for skilled personnel with Al skills in Vietnam, as traditional training programs often do not
provide these competencies. [18; 21]. The lack of qualified personnel is also one of the barriers to
integrating Al into auditing in Nigeria [21]. Due to the lack of personnel, audit bodies often involve
international specialists for the implementation of projects, which further increases the costs of their
implementation [10].

As we can see, having a skilled workforce with Al skills is critical for developing countries. These
countries are significantly lagging in the adoption of Al, in particular due to the lack of specialists in the
field of machine learning, data science, and Al engineering [1; 4; 6; 14; 20; 22]. According to a Ukrainian
study, 30% of representatives of the financial sector have only heard the term “machine learning”,
without having a real idea of its mechanisms [17]. This creates a need for the systematic development
of technical literacy of specialists, which is one of the key factors in the integration of Al into auditing [2;
4;9;10; 13; 15; 16; 17; 25].

Despite the urgent need, there is an insufficiency of local educational programs in developing
countries, which causes or deepens the structural personnel shortage [1; 4; 6; 14; 20; 22; 27]. In
addition, there are a number of other factors that affect personnel training. In African countries, for
example, the integration of Al into educational programs is complicated by financial constraints and the
need for proper teacher training [14]. In a broader context, educational institutions often work with
limited digital infrastructure and do not have access to modern analytical tools [1; 4; 6; 14; 22]. Systems
of retraining of current employees of state institutions are often isolated and limited [1; 10; 14; 17; 20;
22;27].
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Thus, the lack of qualified personnel becomes the main obstacle to the successful implementation
of Al, especially in those areas where Al could theoretically compensate for human deficits [1; 4; 6; 7;
10; 11; 13; 14; 17; 22]. This requires the development of training programs and serious investment in
technical education and training of personnel [1-9; 10; 11; 13; 14; 17; 18; 21; 22; 25; 27; 29].

5.2.4. Organizational capacity

The scientific literature on audit and accounting information systems describes modern
approaches to the creation of special bodies and roles, the development of policies that help integrate
Al into existing control systems [5; 13; 15; 16; 24; 25; 26; 28]. This helps developed countries to ensure
that new initiatives really work, and not remain only on paper.

The Ukrainian example shows the importance of the country's government facilitating the
implementation of Al initiatives. The country has established an Expert Committee on the Development
of Al under the Ministry of Digital Transformation, which presented a draft concept of this development
for public discussion [17]. Thus, the state demonstrates its readiness for the further implementation of
Al and forms a stable institutional foundation for this.

However, developing countries are mostly characterized by limited readiness to implement
complex technologies in the field of Al. Studies show that governments in low-income African countries
are at the lowest levels of Al readiness rankings [14; 22]. These countries, as well as Latin American
countries, are characterized by weak digital reforms, low integration of information systems, uneven
infrastructure development and insufficient strategic planning [1; 4; 10; 22]. Part of this problem is the
lack of clearly defined procedures, roles, and tools that would support the systematic implementation
of Al [1; 4; 6].

A study in Ghana showed that despite the existence of initiatives, the readiness of audit
institutions to implement Al remains limited due to the lack of a holistic strategy, uneven support for
reforms, and a lack of skilled workers [4]. In Latin America, there is a problem with the consistency of
information standards and risk assessment when using algorithms [10]. Such conditions inhibit the
further development and scaling of Al projects [1; 4; 22]. In turn, this requires additional efforts and
measures from countries with limited resources to increase their readiness for Al initiatives.

In addition to readiness for new technologies, comprehensive interaction between government
agencies, educational institutions, IT companies and international organizations is necessary. Such
forms of interaction contribute to the exchange of experience, the formation of standards and the
strengthening of human resources, which are key conditions for the successful implementation of Al in
audit [1; 4; 10; 20; 22].

5.2.5. Regulatory restrictions

The international Al regulatory environment shows significant unevenness, which is particularly
acute for developing countries. The world's first EU Al Act has been created in the EU countries, which
establishes risk classification, conformity assessment mechanisms, requirements for transparency, data
management, model security, and post-implementation monitoring [8]. EU countries have followed the
path of regulatory policy, which, on the one hand, lays a solid foundation for the further development of
Al, and on the other hand, can slow down the development of Al technologies and investment in the
industry. The United States has followed the path of market expediency, in which innovation and billions
of dollars in investments in them dominate preventive regulation. There are industry regulations (FTC,
FDA, HUD, etc.) and a set of recommendations NIST Al RMF (Al Risk Management Framework from the
US National Institute of Standards and Technology). Already at this level, there is a gap between the
regulatory European model and the American market model.

In developing countries, there is a lack of comprehensive laws and mandatory Al regulations.
Instead of special laws, the most common format is codes of ethics, general IT strategies and principles
of responsibility, which do not have the legal force of law [1; 4; 20; 22]. Some countries, including Latin
American regions, take the EU Al Act as a guideline, but the status of adoption of similar acts in individual
countries is not determined [10; 14; 18; 20].

As aresult, a triple regulatory gap is formed for these countries:

- between the EU and the USA, where there are fundamentally different regulatory models;

- between developed and developing countries in the context of access to quality standards and
regulations;
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- within the countries themselves, where the state often faces difficulties in implementing even
basic norms for the responsible use of Al [1; 4; 10; 14; 20; 22; 24].

For the field of financial audit, the discrepancy between internal regulations and external
regulations is especially critical, because, according to the EU Al Act, this area belongs to the high-risk
category. In practice, for developing countries, this means that any organizations that interact with
European counterparties (audit outsourcing, financial analytics, internal control, etc.) actually face the
requirements laid down in this act. In the absence of mature infrastructure and quality data in these
countries, the EU Al Act becomes an indirect external regulatory pressure on them. They have to adapt
to European standards under the influence of external requirements, which often do not take into
account their real capacity.

5.3. Integrated Al Audit Readiness Framework in Developing Countries

A generalization of the literature review shows that considering all aspects separately does not
allow for fully assessing the readiness of developing countries to implement Al audits. Most modern
approaches are based on selective solutions to problems, while these countries are forced to work with
all constraints together, while overcoming fragmentation in research.

To overcome this fragmentation, an integrated preparedness framework is proposed, which
consists of five interrelated components: infrastructure readiness; technological readiness and XAl;
human resources; institutional architecture; regulatory framework and governance. This framework is
aimed at low- and middle-income countries and can be used as a tool to diagnose problem areas in
specific sectors of the economy. It can also be considered as a methodological basis for the systematic
implementation of Al audit.

5.3.1. Infrastructure readiness

For developing countries, infrastructure readiness first of all means step-by-step structuring of
data, and only then the gradual complication of models. It includes, first of all, the availability and quality
of data, the availability of basic computing resources and minimum data management standards. Also,
the level of integration of accounting systems is no less important. Data structuring can be divided into
two stages.

At the first stage, uniform rules are established for key data elements. Such accounts as dates,
currencies, account codes, counterparty identifiers, etc., are brought to a single format. A minimum set
of required fields for each operation is defined. It can include the date, amount, type of transaction,
counterparty, comment, etc. Then a register of data sources and routes of their movement is built,
namely: where data is generated and stored, and how it is transmitted between systems. At the end, the
rules of inspections are established.

In the second stage, all key sources are connected to a single intermediate storage using simple
ETL (Extract-Transform-Load) processes. In practice, this means setting up systematic uploading of data
from the accounting system, banking services, and tax reporting to a single repository. Thanks to the
preliminary unification, all data can be combined with shared keys and brought to the agreed format.
Next, ETL processes clean the data from duplicates, bring all indicators to a single unit of measurement,
check if all fields are filled in, and upload the results to a shared repository. For organizations with
limited resources, it can be a separate server or an inexpensive cloud database, and the integration with
Al models is carried out using scripts or available solutions.

Such data preparation not only reduces the risks of skewed training of Sh-algorithms, but also
builds a solid foundation for further gradual increase in their complexity.

5.3.2. Technology Readiness and XAl

The ability of organizations to select and adapt Al models that provide a basic explanatory layer
and are resilient to low-quality data defines the second component. Developed countries tend to opt for
the latest and most sophisticated algorithms, but this approach cannot be mechanically transferred to
developing countries. Here, too, it is advisable to move in stages. It is recommended to start with
algorithms that are least sensitive to omissions and noise. Such models include systems of classification
of operations by risk level (decision trees and rule-based), simple statistical methods for determining
anomalies, and regression models.
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With improvements in infrastructure and data quality, it becomes possible to move to more
complex models. Organizations can use ensemble methods (Random Forest, Gradient Boosting,
AdaBoost) that combine many simple models into one, as well as apply deep neural networks to solve
specific problems.

XAl deserves special attention, since its implementation is also advisable to carry out from simple
to complex. At the minimum level, basic explanations are carried out in the form of simple tables and
histograms, and key risk factors are listed. At the intermediate level, tools such as LIME (Local
Interpretable Model-agnostic Explanations) are used to explain individual decisions in a format
understandable to the auditor. And finally, at an advanced level, interactive dashboards are integrated
into workflows.

This step-by-step approach allows you to give preference to understandable models over opaque
algorithms and gradually increase complexity without losing control.

5.3.3. Personnel capacity

The third component of the framework combines auditing and technical knowledge, as well as
educational programs. There is quite a significant inequality here. For developed countries is simply
improving the level of skills and acquiring additional skills; for many developing countries can mean
learning from scratch. Therefore, education in these countries requires not only targeted investments
but also the implementation of a whole action plan.

At the university level, Al and analytics modules should be included in educational programs.
Educational institutions should form partnerships with international universities. The focus of training
should be on practical cases, not on the mathematical details of algorithms. In parallel, short (3-6
months) refresher courses for auditors already working in the private and public sectors should be
introduced. In addition, the most trained specialists can act as trainers for their colleagues during
training programs. This reduces dependence on the participation of international consultants.

And finally, most importantly, any form of training should be aimed at the formation and
development of critical thinking in auditors. Because it is important for them to be able to check the
quality of data, detect biases in algorithms, understand situations in which the model can make a
mistake, and not take all Al recommendations as truth without verification.

5.3.4. Institutional architecture

The fourth component of the framework is the presence of structures that are responsible for
managing Al. This includes committees, working groups, and centers of competence. It also includes
management procedures and coordination mechanisms between financial, audit and IT departments.

For developing countries, a two-tier approach is advisable. At the first level, small functional
groups (3-5 people) are created, which act as a center. They coordinate all pilot projects and summarize
the experiences of different institutions, determining which conditions affect implementation, what
typical errors occur during launch, and which budgets are realistic. They also develop standard policies
and templates, which include documenting the operation of models, test procedures, reporting formats,
etc. In addition, they act as intermediaries between technical suppliers, regulators, and end users. The
effectiveness of such focal points increases significantly if they are embedded in the system of public-
private, regional and global partnerships, which avoids their isolation and overload.

The second level is strategic. In parallel with the creation of coordination groups, a written
strategy for the implementation of Al audits should be developed with a defined time frame in years. It
defines the distribution of responsibility, mechanisms of communication within the organization and
with stakeholders. In addition, a plan for managing personnel, technical and other risks is drawn up.

5.3.5. Regulatory framework

The last component consists of a set of rules and procedures for documenting models, fixing their
decisions, defining accountability, and ensuring transparency to stakeholders. Obviously, a full
framework like the EU Al Act is difficult to implement right away, so it is advisable to apply a minimum
package of management policies.

To begin with, a simple register of Al models must be compiled, which records the name of the
model, its purpose, the data used, the developer, the person responsible, the date of the last check, etc.
Before implementation, the model must be tested on historical data and on well-known cases. All model
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recommendations should be recorded along with an explanation. This will create a basis for further
analysis and correct operation. For each model, a person or a separate unit is assigned who is
responsible for supervision, control, notification of failures, as well as regular updates. In case of
incorrect operation of the model or doubts about its decisions, there should be a clear procedure for

contacting the specialists of the IT department and temporarily limiting the operation of the model.
Generalized practical steps and tools of the integrated Al audit readiness framework are
presented in Table 1.

Table 1. Integrated Al Audit Readiness Framework

Component Practical steps Tools

Infrastructure | Approve a single data standard (dates, currencies, | A document that describes the standards; a

readiness accounts, counterparties, minimum set of fields); | tabular register of data sources (Excel or a
compile a register of all systems and data sources with | simple database); ETL scripts or processing
responsible persons; set up regular automatic data | (SQL, Python, BAS, etc.); intermediate storage
transfer to a single repository with clearing duplicates | (SQL server or cloud database); a set of data
and unifying formats; launch regular quality checks; | quality control rules; backup and access policy.
organize backup and control access to storage.

Institutional Create a coordination group or Al audit center (3-5 | Order or regulation on the Al audit center;

architecture people) and formally approve its competencies; describe | tabular register of projects (Excel, project
the distribution of roles and responsibilities (audit, IT, | management system); template of minutes of
finance, management); maintain a register of pilot Al | coordination meetings; cooperation
audit projects with fixation of results; hold regular | agreements with partners; internal portal or
coordination meetings; Establish 1-2 partnerships with | knowledge base of the organization.
universities or professional associations.

Technology Select 2-3 simple tasks to start with (risky operations, | Model catalog in the form of a table; model card

readiness and
XAI

anomalies, basic forecasts); implement simple models
based on rules and threshold statistical tests and simple
regressions; for each model, issue a short card (purpose,
data, restrictions, owner); test on historical data and
compare with manual audit; provide minimal
explanatory XAl in the form of a list of risk factors and
simple tables or graphs for users.

template for 1-2 pages; SQL, Python, BAS, or
other scripts to implement rules and tests; a
test environment with historical data; standard
reporting forms (tables, histograms, simple
panels); a documented procedure for checking
the correctness and quality of models and a log
of its decisions.

Staffing Draw up a competency matrix for auditors, IT | Competency table; online or offline tests and

capacity professionals and analysts (data, models, XAl, ethics, | questionnaires for skills assessment; updated
etc.); conduct a quick assessment of skills through | work programs of academic disciplines,
surveys or tests and highlight critical gaps; update the | presentations, practical tasks; schedule of
curricula of universities and internal courses with an | trainings and training sessions; regulations on
emphasis on practical cases of Al audit; launch short | trainers; internal chats or forums for
practical trainings for current auditors; form a group of | discussion.
trainers and a community to share experiences.

Regulatory Adopt a short audit policy (model scopes, approval | Document “Policy on the use of Al in auditing”;

framework procedure, periodic review, prohibited practices, etc.); | standardized pattern of entry in the model

create a registry of Al models with purpose, data, owner,
risk level, and status; define rules for documenting model
decisions and explanations; response procedure
(response to errors, complaints, the possibility of
temporarily shutting down the model, etc.); schedule
regular review or audit of models.

Source: Developed by the author.

5.4 Research Limitations and Future Prospects

registry; regulations for documenting results
and explanations; response instructions with a
description of actions and forms of reports;
checklist or program for independent audit of
models; References to relevant auditing
standards and data protection legislation.

The study carried out has a number of limitations. It is based on the analysis of scientific

publications, analytical reports and regulations, and does not include the verification of the proposed
framework in real projects. In addition, Al regulation regulations are constantly changing, and this may
require individual proposals to be updated in the medium term. Another limitation is that the focus has
been on the public sector and supreme audit institutions, while private companies in developing
countries may face other constraints and have different opportunities.

Given these limitations, it is advisable to direct further research to test the proposed framework
in practice in several selected countries. At the same time, it is necessary to cover both the public and
private sectors. It is also important to compare how the management and control of the use of Al are
organized in different structures, and how these approaches are suitable for the conditions of limited
resources. In addition, it is necessary to analyze how the implementation of Al audits in these structures
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is influenced by global regulatory policies, and what mechanisms can be to adapt to them without undue
pressure. A separate area concerns the development of a system of indicators for the effectiveness of an
Al audit and the analysis of the level of trust in it by auditors. Finally, the development and
implementation of local educational programs for auditors of public and private companies with further
assessment of their effectiveness in practice is promising.

6. Conclusions

The study shows the complexity of integrating Al into the audit of developing countries and
highlights various obstacles that arise along the way. The gap between global Al audit models and the
real capabilities of countries with weak economies is manifested through systemic constraints in data
infrastructure, organizational capacity, technological readiness, human resources, and regulatory
environment. The presence of these limitations confirms that the implementation of Al is a complex task,
and must cover different sectors and levels of government.

The proposed integrated readiness framework demonstrates that successful implementation
requires not only consistency, but also simultaneous interaction and strengthening of all its
components. Countries need to simultaneously unify data, build governance institutions, choose
affordable technological solutions, develop human resources competencies, and develop regulatory
mechanisms. In this context, the framework acts as a diagnostic and planning tool that allows
organizations to identify their weaknesses and work systematically to eliminate them.

The practical content of the framework is that it allows you to build an Al audit in stages, from
simple to complex, without trying to immediately reproduce Western samples. Case studies from
different regions show that starting with simple models, basic tools, minimal documentation, and small
coordination structures provides more sustainable results and increases the level of trust in Al
solutions. This is especially important in countries where the external regulatory framework is
developing faster than the local infrastructure, because these countries are forced to adapt to
international standards without sufficient resources. This, in turn, requires the development of flexible
adaptation mechanisms and further empirical research on how the proposed framework works in
various areas of the economy.
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