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The purpose of the article is to outline the threat vectors that Al generates for national
security and political systems, as well as to justify the need to develop new mechanisms
of legal regulation and accountability in the context of technological dominance. To
achieve the goal, several tasks were solved, including an analysis of the impact of the
phenomenon of the double “black box” on the mechanisms of constitutional deterrence;
a review of new forms of disinformation; an outline of the risks associated with the use
of Al for military purposes and internal control; a justification of the need to prevent the
transition to technocratic governance. In preparing the article, general scientific and
special methods were used. A systems method was used to study Al as an integrated
element of the security architecture. Also, based on the available empirical material,
attention was focused on possible scenarios of Al abuse by state and non-state actors of
national security and politics. A case study was used to examine the impact of Al tools on
the course of elections and the experience of digital transformation. The study finds that
Al is significantly increasing the speed and scale of cyberattacks on critical infrastructure.
This can lead to physical disruption and destabilization. Al has also become a weapon in
information and cognitive warfare, enabling the creation of photo-realistic deepfakes and
hyper-personalized narratives, which has a critical impact on public trust. It is
emphasized that a significant risk is the transition from democratic accountability to
technocratic governance, where decisions are made by opaque algorithms. This may
ultimately contribute to the depreciation and neglect of fundamental democratic rights
of citizens and societies. It also emphasizes the inherent vulnerabilities of Al systems
(data poisoning, adversarial attacks, bias), which are used to compromise political
opponents and form distrust of existing political systems and institutions. The practical
significance of the article lies in substantiating the need for urgent implementation of
regulatory measures aimed at ensuring transparency and human control over critical Al
decisions. The experience of Estonia and the WINWIN memorandum emphasize the
importance of international cooperation to strengthen cyber resilience. Prospects for
further research should be aimed at developing universal protocols for auditing
algorithms and creating effective mechanisms for international regulation that will
ensure a clear balance between the innovative potential of Al and the need to prevent
existential risks to human rights and national security. When introducing Al into various
spheres of life, it is necessary to take into account the dynamism and rapidity of
technological development, as well as the possibility of its unfair use.
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MeTo10 CTaTTi € OKpec/JieHHA BeKTOpIiB 3arpos, ski 3a gonomorow I reHepyooTh g
HallioHa/IbHOI 6Ge3NeKHu Ta MOJITUYHHUX CUCTEM, a TaKOXK OOI'PYHTYBaHHS HeOOXiJHOCTI
pPO3pOGKH HOBHUX MeEXaHi3MiB IMpPAaBOBOrO peryJoOBaHHA Ta MiJ3BITHOCTI B yMoBax
TEXHOJIOTIYHOrO JOMiHyBaHHA. [yl OCATHEHHS MeTH GyJI0 BUPILIEHO HU3KY 3aBJlaHb,
BKJIIOYAIOYM aHaJli3 BIUIMBY (peHOMeHY NOJBiiHOI «40pHOI CKPHHBKH» Ha MeXaHi3MH
KOHCTUTYLIHHUX CTPUMYBaHb; Or/1a/ HOBUX GopM Je3siHdopMaliii; oOkpecJeHHs PU3HKIB,
noB’si3aHux i3 BUKopucTaHHAM Il y BilicbKOBUX LiNsIX Ta BHYTPIilIHbOMY KOHTpPOJI;
0OI'DYHTYBaHHsI He0OXiAHOCTI 3an06iraHHA Nepexo/y 0 TeEXHOKPATUYHOIO yIpaBJ/IiHHS.
[Ipu migroroBui ctaTTi Oy/M 3ajifHi 3arasbHOHayKoBi Ta cmenjaabHi MeTonu. [is
BuBueHHs1 Il Ak iHTerpoBaHOTrO eJieMEHTY apxiTeKTypu Oe3NmeKd 3aCTOCOBAHO
CUCTEMHUH MeToA. TakoX, CIMpalvYuch HAa HasABHUM eMnipuyHUU MaTepiasi, 6yJio
30Ccepe/PKEeHO yBary Ha MOXKOMBHX CleHapisx 3/oBxuBaHHA LI 3 60Ky Aep>kaBHUX Ta
HeJlep>KaBHUX aKTOPiB HallioHa/JbHOI 6e3MeKU Ta MOJITHKHU. 3a JONOMOrow Keic-cTazi
pO3rJIssHYTO BIUIMB iHcTpyMeHTapito Il Ha mepebir Bu6opiB Ta [JocBif nudposoi
TpaHchopMalii. 3 pe3ynbTaTiB AocCHifKeHHs BUILIMBae, o Il 3HauHO mOCUIIIOE
IIBUJKICTD i MaciITab kibepaTak Ha KpUTUYHY iHpacTpyKTypy. Lle MoXke mprU3BOAUTH 10
¢diznyHux 360iB Ta Jectabinizanii. Takox 11 Bxxe cTaB 36poeto y chepi iHpopManiiiHoi Ta
KOTHITHBHOI BiWHHM, YMOXJIMBJIOIOYM CTBOpPeHHs (oTo-peanicTUYHUX AindelkiB Ta
rinep-nepcoHani3oBaHUX HapaTUBiB, 10 KPUTUYHO BIUIMBAE Ha CYCIUJIBHY JOBipy.
HaroJionieHo, 1[0 CYTTEBUM pU3UKOM € Iepexif BiJi JeMOKpaTHU4HOl MiJA3BITHOCTI [0
TeXHOKPATHUYHOTO YNPaBJiHHS, e pillleHHs] IPUHMaI0TbCs HENPO30PHUMHU aJATOPUTMAMH.
[le 3pemTol0 MoOXe CHpPUATH 3HELiHEHHI0O Ta HeXTYBaHHIO QyHJaMeHTaJlbHHUX
JleMOKpaTUYHUMH IPaBaMM IPOMa/iiH Ta CycHiibCcTB. Tako HaroJioeHo Ha BHY TPILIHIX
BpassuBocTsax llI-cucTteM (OTpyeHHs AaHUX, 3MarajibHi aTakW, ylepemKeHiCTh), sKi
BUKOPHUCTOBYIOTD /IJIsl KOMITPOMeTallil MOJIITUYHHUX ONOHEHTIB Ta GOPMyBaHHIO HEZLOBIpH
Jl0 iCHYIOUMX MOJIITUYHUX CUCTeM i iHCTUTYLil. [IpakTUYHe 3HAYeHHS CTATTi MOJIATAE B
OOr'pyHTYBaHHI HeoOXiJHOCTI TepMiHOBOTO BIPOB3/PKEHHsI PEryJsITOPHUX 3aXOZAiB,
CNPSIMOBAHUX Ha 3abe3MeyeHHs NPO30pOCTi Ta JIIOJCbKOI'0 KOHTPOJIIO HaJ, KpUTUYHUMHU
pimmenHsamu . Jocsig Ectonii Ta memopangym WINWIN nmigkpec/toioTh BaXKJIUBICTh
MibKHapoAHOI cmiBmpani /s 3Mil[HeHHs1 Ki6epcTihkocTi. [lepCreKTHBH MOAIBIINX
JlOCJIi/PKeHb MAalTh OYTHU CIPSIMOBaHI Ha pPO3pOOKY YHiBepCaJbHHUX HMPOTOKOJIB s
ayUTy QIrOpUTMIiB Ta CTBOpPeHHS e(EeKTHUBHUX MeEXaHi3MiB MDKHApOJHOTrO
peryJiloBaHHS, sIKi 3a6e3nevaTh YiTKUM 6ajiaHc Mix iHHOBaliiHUM noTteHiagoMm I Ta
HeoOXiZIHICTIO 3aN06iraHHs eK3UCTEHLIMHUM pU3UKaM Ui IPaB JIIJUHM i HalliloHaJIbHOI
6esneku. [lpu BopoBamxkeHHi Il y pi3Hi chepu KUTTS HEOOXiAHO BpaXOBYBATH
JWHAMIYHICTb 1 CTPIMKICTb pO3BHUTKY TEXHOJIOTIH, a TaK0X MOXJIWBOCTI HOro
HeJl06pOCOBICHOTO BUKOPUCTaHHS.

KJ/IIOYO0BI CJIOBA
BiliHa, Aile3iHdopMallisl, HallioHa/bHA 6e3MeKa, NoJITHKa, ITyYHUH iHTesekT (LUI).
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1. Introduction

The modern national security architecture is undergoing fundamental changes under the
influence of the technological dominance of artificial intelligence (AI). Despite the obvious advantages,
the introduction of Al in highly sensitive areas of national security generates several serious risks. In
particular, the computational opacity of decisions made by Al systems (the so-called “black box” effect)
calls into question the possibility of establishing clear cause-and-effect relationships and an effective
accountability mechanism, which is critical to prevent uncontrolled escalation. The risk is compounded
by the fact that national security decisions are traditionally among the least transparent and accountable
government processes. As Ashley Dix rightly points out [1], the superimposition of an Al “black box” on
an already existing “black box” of the government’s decision-making process creates a double “black
box” problem. This means that the mechanisms of constitutional checks and balances designed to
control the actions of the executive branch become practically ineffective. Agencies, including
intelligence and defense agencies, are already deploying Al to identify threatening activity, cyber
operations, and potential targets. Thus, decisions with critical consequences that can lead to armed
conflict or escalation can be made algorithmically - without a mandatory affirmative human decision.
As a result, even security decision-makers cannot fully understand exactly how the final
recommendation was formed. This aspect of opacity is vital, as it creates preconditions for the abuse of
Al not only in the context of military operations, but also in the field of information manipulation [1].

The rapid development of Al technologies is outpacing the adaptability of national legal systems,
which creates serious gaps in their regulation, especially in the field of national security. The challenges
are to guarantee human rights, hold autonomous systems accountable, and ensure transparency and
accountability of Al. The situation is complicated by the lack of agreed international standards, which
increases the risk of abuse [2, p. 122].

2. Literature Review

The study of the practical and theoretical application of Al is one of the most active areas of
modern scientific thought, both in Ukraine and abroad. Scientists focus on analyzing the implementation
of Al systems in various industries and on the methodological justification of this process. Among the
problems under study, attention is focused on the clarification of the conceptual apparatus and the need
to increase the professional competence of users and employees for the effective use of new
technologies [2-5]. Also, a number of publications are devoted to the study of the potential of Al in
various spheres of human life and society and the state, but at the same time try to outline, analyze and
predict the challenges and risks associated with its use [1; 6-8]. A number of studies deal directly with
Al and national security, both at the state and geopolitical levels [9; 10].

However, taking into account the dynamics of the development of Al and its implementation in
various spheres of life, in particular, in the field of national security, as well as the possibility of using Al
to inflict multi-vector damage and losses, the study of this technology will not lose its scientific relevance
for a long time.

3. Problem Statement

The outlined issues require a comprehensive study that goes beyond the traditional threat
analysis. Thus, the article is aimed at identifying the existing vectors of threats that Al creates for
national security and political systems, as well as substantiating the need to develop new mechanisms
of legal regulation and accountability in the context of technological dominance and the emergence of
various state and non-state actors in the geopolitical field. To achieve this goal, itis necessary to visualize
new forms of disinformation and manipulation arising from the use of Al tools and assess their impact
on electoral processes in democratic and authoritarian political systems. It is also important to outline
the risks associated with the use of Al for military purposes and in the field of internal state control.
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4. Methods and Materials

The methodological basis of the article was system and comparative analysis for the study of Al
as an integrated component of modern national security. With the help of a systematic approach in the
analysis of Al, the relationships between technological transformations and political risks were
considered. The comparative approach was applied to study the experience of integrating Al into
political and legal systems of a state and a supranational nature. The use of Al to manipulate public
opinion and politically discredit the conduct of hostilities or political elections, which allows us to make
assumptions about the speed and effectiveness and dynamics of threats of unfair and malicious use of
Al The case study came in handy when studying practical examples of the use of Al in the field of national
security. The synthesis method made it possible to formulate conclusions and outline the problems of
further development. The materials for the article were the developments of scientists, as well as
analytical documents and publications of Al practitioners.

5. Results and Discussion

The debate on the definition of artificial intelligence (Al) has a long history, dating back to the
middle of the XX century. Then the pioneers of the concept, in particular J. McCarthy and M. L. Minsky,
viewed Al as the ability of machines to perform tasks that require human intellectual skills, such as
logical thinking and learning. Over the decades, interpretation has been transformed under the influence
of technological advances. Modern concepts, in particular those adopted by universal and regional
organizations, have moved away from a narrow interpretation (imitation of human thinking) to a more
inclusive one. Al is now seen as a system that has a comprehensive goal and is able to act autonomously,
interact with the environment, and make optimal decisions based on the collection, analysis, and
interpretation of large amounts of data. At the same time, there is an ongoing scientific and ethical
debate about the limits and possibilities of Al. More and more researchers insist that the definition of Al
cannot be exclusively technical and requires mandatory consideration of its social, legal and ethical
aspects. This is necessary to avoid errors in the forecasting and regulation of technologies that have a
fundamental impact on all spheres of life [2, p. 123]

The rapid development of Al is fundamentally changing the rules of the game in the political arena.
Al technology not only improves old political tools, but also opens up fundamentally new ways for both
political strategies and, unfortunately, manipulation. Today, we can say that Al has become a powerful
analytical center. Politicians can now study electoral sentiments with exceptional accuracy, make
detailed predictions of voting results, and almost completely automate communication with their
voters. Thanks to the ability of Al to instantly process colossal amounts of data, it becomes possible to
detect those hidden patterns in the behavior of citizens that were previously inaccessible to human
analysis. This, in turn, allows you to influence the political views of voters much more effectively than
ever. Essentially, we are seeing a shift towards hyper-personalized political advertising and the creation
of uniquely tailored narratives. It’s no longer just informing; it is the formation of a new perception of
political reality. One of the key tools for political manipulation using Al is content personalization,
especially through social media. Algorithms today do an incredible job: they analyze every user action,
their interests, search history, and preferences. Based on this detailed profile, the Al creates advertising
and informational messages that will resonate with the voter’s individual beliefs as much as possible.
The effectiveness of such targeted communication is growing exponentially, as it goes beyond rational
information. It creates emotional bonds and, critically, deepens existing divisions in society. This leads
to an increased risk of social polarization [6, pp. 131-132].

As a result of these processes, Al makes it possible not only to fine-tune electoral preferences but
also to generate completely new forms of political manipulation. These include automated mass content
creation (e.g., comments, posts, bots), as well as news falsification (Deepfakes, fake testimonies, etc.),
which poses a direct threat to the integrity of political systems. For example, let’s take a look at the
recommendations of the European Citizens’ Action Service (ECAS), which were developed as part of the
popAl project. It is worth noting that the popAlI project is a two-year initiative funded by the Horizon
program, which brought together 13 organizations from 8 European member states. The main mission
of the project is to strengthen citizens’ trust in the use of Al by law enforcement agencies. Key
recommendations were developed to ensure the responsible and effective implementation of Al in the
field of security, focusing on three main areas:
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- Support for law enforcement agencies. These are guidelines that are designed to help ethically
and efficiently use Al tools in the performance of operational tasks. At the same time, law enforcement
officers must be competent in terms of legal regulations on data protection, confidentiality and
compliance with the principles of non-discrimination. It is also necessary to take into account the
constant updates of Al capabilities. Therefore, such employees should always be aware of these updates
through continuous training. to personal data.

- Recommendations for legislators and politicians. The purpose of these recommendations is to
take them into account in the formation of future legislation related to the scope of Al in the field of
security. In particular, special attention at the legislative level should be focused on the storage and use
of biometric data. Also, the rules for storing such data should be synchronized at the level of the
European Union. having signs of discrimination (ethnic origin, gender, etc.). An equally significant
problem is the creation of independent supervisory bodies. which should monitor the use of such
information and develop predictive control algorithms. Such measures are necessary to avoid the
discriminatory use of Al. In addition, at the legislative level, it should be mandatory to inform citizens
about when their data is used. The introduction of mechanisms that allow you to withdraw consent and
request the deletion of personal data is also on the agenda.

- Recommendations for Al technology developers. They are based on ethical principles
throughout the development process of Al tools. First of all, it is about the principle of non-
discriminatory algorithms, which should run like a red thread through the entire cycle from design to
the final product. Al tools are aimed at supporting humans, not replacing them. Al algorithms should be
built on the diversity and representativeness of the data set that reflects the exact state of the
population. results [11].

It is also worth dwelling on the example of Estonia as a country that, having regained its
independence in 1991 after the Soviet occupation, inherited limited and outdated technological systems
[12]. However, the country has turned this “zero” into a strategic advantage for rapid digital
transformation and European integration. Decisive steps were taken almost instantly. In 1994, the
strategic plan of the “Principles of Information Policy of Estonia” was developed and ratified, which
provided for the allocation of 1% of GDP for IT financing. The peak point was the nationwide program
“Tiger Leap” (1996), which aimed to update the infrastructure to European standards and make
computer skills training a school priority. Such an ambitious policy led to a truly impressive result:
Estonia, despite the difficult historical and political context, took a leading position in the Digital
Development Index, and 99% of its citizens are regular Internet users.

In 1996, in parallel with the nationwide digitalization program, private banking structures began
to provide the first electronic banking services. This was done for customer access in rural communities,
which was a catalyst for encouraging citizens to use the internet and electronic identification. At the
beginning of the XXI century. Estonia has introduced electronic meetings of the Cabinet of Ministers,
creating a specialized database to optimize government decisions. This significantly reduced
bureaucracy, reducing the average duration of meetings from 5 hours to 30 minutes. In 2000, the
electronic tax board was launched, which allowed 99% of Estonians to declare taxes online, maximizing
tax revenues. In the same year, m-Parking was introduced for mobile parking payments, which is used
today in 95% of cases. The following year, in 2001, the X-Road integration platform was created, which
became the basis of the e-state, combining public and private information systems. Thanks to X-Road,
100% of public services have become available online around the clock. In 2002, a mandatory identity
card with the function of electronic identification and digital signature was introduced, which today
covers 99% of citizens and annually saves 2% of GDP. The final stage was the introduction of i-Voting
since 2005, which allowed local and national elections to be held online, in particular from more than
110 countries around the world; Currently, a third of votes are cast through this system [13; 14].

The high level of digitalization exacerbated the problem of cybersecurity, which was confirmed
by a high-profile external cyberattack in April 2007. In response to cyberattacks, in 2008, Estonian
cryptographers developed the scalable KSI blockchain technology, the purpose of which was to mitigate
the threat of manipulation of insider data in state registers. In the same year, a nationwide e-health
system began to operate, which integrates data from all medical institutions. Since 2013, Estonia has
implemented mapping of problems and solutions in the development of public e-services. This approach
provided a better understanding of the needs of the public and helped to address current shortcomings,
guaranteeing the sustainability and further development of the e-state [16].
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This is just a cursory overview of the path that the small Baltic country has traveled in a relatively
short time, but with a great understanding of the importance of technological autonomy at the state
level. In particular, the government’s Al strategy, which outlines the current and future use of Al in
public and private services, has been approved in Estonia since 2019. Its continuation was the National
Al Strategy of Estonia (Kratt Strategy). It is a multi-vector initiative aimed at improving the efficiency of
the public sector, supporting private businesses in the adoption of Al, promoting research and
education, and developing a regulatory environment that ensures the responsible use of technology.
Estonia sees Al as a powerful and effective tool for improving public administration, strengthening
economic competitiveness and strengthening digital infrastructure, making it a core factor in the
implementation of the national digital agenda. Kratt’s strategy is structured around five key goals:
expanding the adoption of Al in the public sector to develop digital services that increase accessibility
and efficiency of the user experience; supporting the introduction of Al in private enterprises in order
to integrate technologies into their activities to increase competitiveness; developing Al research and
education through strengthening academic programs, research funding, and skilled workforce training;
ensuring the availability of high-quality data by promoting open data policy and ethical management;
development of a legal and regulatory framework for Al that harmonizes national legislation with EU
regulations [17].

Against the backdrop of world leaders in digital transformation, in particular the example of
Estonia, Ukraine is actively using international cooperation to accelerate its own technological
development. Trilateral Memorandum of Cooperation in the Field of Digitalization. The document was
concluded between the Ministry of Digital Transformation of Ukraine, on the one hand, and the Ministry
of Foreign Affairs, Commonwealth Affairs and Development (together with the Department of Science,
Innovation and Technology) of the United Kingdom of Great Britain and Northern Ireland and the
Ministry of Justice and Digital Affairs of the Republic of Estonia, on the other. Representatives of Ukraine,
Estonia and the United Kingdom emphasized the strategic importance of partnership. According to the
Minister of Digital Transformation of Ukraine, cooperation with Estonia as a mentor and the United
Kingdom as one of the first partners in the field of innovation is an important step forward and once
again confirms the common vision of prospects aimed at creating breakthrough solutions and
developing Al in public services to increase their convenience and efficiency. The main areas of joint
work include: development of digital governance technologies and public services; exchange of
experience in the field of Al, open data and cybersecurity; support for startups and innovative
companies; Joint educational programs in digital literacy. The importance of such cooperation is also
obvious for national security, as it strengthens cyber resilience and allows countering hybrid threats.
However, we cannot ignore the technological threats that require partners to work together to develop
not only innovative but also ethically regulated solutions. The signing of the memorandum is part of the
implementation of the national WINWIN Strategy, which provides for strengthening the country’s
technological potential through international partnerships and Ukraine’s integration into the global
innovation space [18].

However, despite the not yet fully realized opportunities that Al technology and tools provide to
humanity, we already have several serious challenges and threats to national security, which are carried
by the uncontrolled or unfair use of such capabilities. Analogies with the possibilities of nuclear energy,
examples of the use of which are not for the benefit of humanity, but for its destruction and intimidation,
we know from not-so-distant history. And nuclear intimidation by Russia of the civilized world also does
not lose its relevance. As M. Branca noted, currently nine nuclear powers are not only preserving, but
also actively modernizing their arsenals, ignoring calls for elimination. The United States and Russia,
which own about 87% of the world’s nuclear warheads, have slowed down the pace of arms reductions.
China is also already openly demonstrating the growth of both rhetoric and capabilities of its nuclear
potential. that Saudi Arabia enjoys Pakistan’s de facto nuclear protection, and some analysts even
suggest that medium-sized powers such as Canada and Germany, which have previously been in favor
of disarmament, should consider obtaining their own nuclear weapons. The situation is complicated by
the integration of Al and other emerging technologies that radically transform decision-making
processes and military command and control structures. Algorithmization promises to reduce reaction
times, but this critically increases the risk of errors and unpredictable escalation. Nuclear danger of the
XXI century. not a relic of the Cold War, but a more complex, less predictable and potentially more
catastrophic threat [19].
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With the help of Al technologies, there are interferences in electoral processes in different
countries of the world, as well as attempts to undermine the situation in the country by spreading
various disinformation and influencing public moods and political views. One of the first large-format
testing grounds for the testing and application of the latest technologies was the war in Syria, which
began in 2011. and the Islamic State of I[raq and the Levant (ISIL). The Russians’ operations were aimed
at discrediting their opponents (“white helmets” or Syrian Civil Defense); promoting the narrative of
fighting exclusively against “terrorists”; denying the use of chemical weapons by the Assad regime or
blaming the opposition. In turn, ISIS effectively used social networks to demonstrate strength, recruit
and create the image of a caliphate. Bot networks and troll factories, there was a massive spread of fake
news, fabricated testimonies, and propaganda narratives. In addition, with the help of discrediting
campaigns, targeted campaigns were launched to denigrate the reputation of opponents, spread rumors
and false accusations. It was also used to create the illusion of mass support or popular anger through a
large number of fake accounts imitating real users. Manipulating trends, bots were used to artificially
display certain hashtags or topics in the top discussions of social networks. There was also a suppression
of dissent by conducting attacks and mass complaints against the accounts of activists and journalists in
order to block them. In general, Russia’s modern policy in the context of military doctrine is based on
the use of the information space as a battlefield. Information operations conducted by the Russian
Federation are a direct adaptation of Soviet active actions to the digital age. but as a powerful catalyst.
It can significantly increase the efficiency of existing methods of information warfare by automating and
scaling operations; improving targeting of target audiences; creation of realistic synthetic content;
integration with cyber operations [4].

So, as we can see in various examples of the use of Al in the field of national security, the risks
associated with it are multi-vector and specific, which requires their systematic understanding. The
complexity and adaptability of Al systems make their behavior less predictable. Threats come from
several sources. First of all, we are talking about data bias. which has significant ethical and social
implications. There is also a risk of competitive attacks, when attackers create specially modified inputs
to bypass the model’s ethical filters and generate harmful, disinformational, or malicious content (e.g.,
phishing emails). Data poisoning and backdoor attacks are also becoming widespread, which occur both
at the stage of preliminary training and during additional training of the model. These methods allow
attackers to implement stealthy malicious behavior that is only activated by certain triggers, which is
especially dangerous in specialized security applications. In addition, there is a risk of model hijacking
when attackers replicate its functionality by sending requests in bulk, actually obtaining the intellectual
property and capabilities of the system. These attack vectors require the immediate implementation of
transparency and cyber protection mechanisms at all stages of the Al lifecycle [20].

A significant risk is the use of Al to automate cyberattacks, which significantly increases their
speed and scale. If Al controls critical infrastructure systems, the consequences of an attack can have a
far-reaching, destabilizing effect. Over the past decades, cyber threats targeting critical infrastructure
have evolved significantly. If earlier attacks were limited to simple failures or denial of service, then with
the increase in the interconnectedness of networks and dependence on industrial control systems, their
scale and destructive impact have increased significantly. Today, the goals of cyberattacks have shifted
from simple data theft to causing large-scale, physical disruption and destabilization, which is a direct
challenge to national security. Critical infrastructure (energy, transport, finance, healthcare) has become
an attractive target for cybercriminals and state-sponsored entities. Such attacks not only lead to
financial losses but can also paralyze vital services, as was the case during the attack on the Colonial
Pipeline in the United States (2021), which caused fuel shortages and chain failures [21, p. 6].

With the help of Al technology, they create qualitatively new threats to national security that go
far beyond cyberattacks on physical infrastructure. As noted in 2025 during the World Economic
Forum’s work in analyzing the adverse effects of Al technologies, there is a high risk of undermining
geopolitical stability and public health. The most acute threat concerns political elections and
democratic processes. Generative Al has dramatically increased the opportunities for automated
disinformation and cognitive warfare. Thanks to Al, creating highly credible fake content and fake social
profiles has become a matter of a few clicks. These campaigns can target specific demographics by using
personalized language and narratives. Similar threats have already materialized, as evidenced by an
incident during the 2024 Romanian presidential election, which was suspended due to interference
through social platforms. This confirms that the risks are not only theoretical but also have a direct
destabilizing effect on political systems. In the medium term, as Al improves, the intensity and
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sophistication of such threats will inevitably increase. No less threatening are the financial and economic
consequences of using Al, which can be a tool of economic destabilization. Al-generated fake news is
being turned into a weapon to manipulate stock markets. For example, in 2023, an Al-generated image
of an explosion near the Pentagon led to a drop in the value of stocks in US markets, demonstrating how
false information exposure can cause real financial losses and panic [22].

Today, Al is already considered a transformational technology of recent decades, comparable in
importance to the emergence of the Internet [3]. It has the potential to radically reformat economic and
socio-political systems. However, as with any powerful innovation, Al's potential for abuse increases
exponentially when it falls into the hands of governments. History has repeatedly confirmed: when
states acquire new instruments of control, they rarely abandon them. The main risk is that governments
could use Al technologies to give themselves special powers and exempt themselves from legal
regulations that apply to citizens and private companies, and in an “emergency”, even suspend basic
individual freedoms. With public funding and access to sophisticated models, governments can create
deepfakes that are indistinguishable from reality to fabricate evidence, discredit journalists and
opponents. This allows the creation of totally fictitious threats to justify internal or international abuse
of authority or even military conflicts. The prospect of introducing “social credit” systems following the
example of China is particularly alarming. Al can combine financial information, social media, political
preferences, and opinions expressed into a detailed scoring system. Such a system can automatically
distribute rewards and punishments, limiting centralized access to vital services (banking, housing,
healthcare), which becomes a powerful tool for coercion and suppression of dissent. Politicians can
invoke Al, claiming that the “algorithm” is neutral, efficient, and devoid of human bias. However, all Al
systems are trained on data that inevitably reflects the historical biases, political assumptions, and
interests of those who created the system [8].

Thus, Al has radically transformed the information environment, creating qualitatively new
threats to political systems, which is especially relevant in the context of mass election campaigns.
Generative Al allows you to create photorealistic deepfakes and personalized narratives that are
difficult to distinguish from real images and informational messages. This leads to a crisis of trust and a
blurring of the perception of reality. The experience of the election campaigns of Argentina and Turkey
in 2023 has shown that Al technologies are actively used to denigrate opponents and create political
disinformation (for example, fabricated videos of support for terrorists or fictitious statements) [23].
Thus, the risk of introducing Al into public administration is also the shift of management
responsibilities from democratic accountability to technocracy.

Thus, we can state that Al, despite significant benefits for productivity and innovation, is quite
critical and risky for national security and political systems. As of 2025, Al is not so much creating new
threats as dramatically increasing the speed, scale, and effectiveness of existing ones, allowing even less
skilled actors to carry out previously unreachable attacks. The greatest influence of Al is concentrated
in the digital sphere (cyberattacks, fraud, impersonation), as well as in the plane of political stability.
The proliferation of synthetic media (deepfakes) directly threatens the erosion of democratic
participation and public trust in state institutions. In addition, embedding Al into physical systems,
including critical infrastructure, carries growing physical security risks. The global community’s
preparedness to mitigate these threats is uneven, and global regulation remains incomplete and likely
does not keep pace with future technological developments, highlighting the need for the immediate
implementation of effective countermeasures strategies.

6. Conclusions

The integration of Al into the functioning of state institutions and society is a multi-vector
challenge for national security that goes far beyond the usual cyber threats and cyberattacks. First of all,
we are talking about the problem of accountability and escalation, when the opacity of Al algorithms is
superimposed on the limited accountability of the security sector. Such a situation can lead to the
destruction of established and tested mechanisms of constitutional and democratic deterrence, which
creates preconditions for the intensification of conflict situations and erroneous decisions with tactical
and strategic consequences. We can conduct analogies with nuclear weapons and nuclear blackmail,
which we have today as a significant factor in geopolitics.

The use of Al, in particular to create disinformation content, dramatically increases the scale and
effectiveness of information and cognitive warfare, both nationally and internationally. This not only
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affects the course and results of political processes, in particular, election campaigns, but also leads to
the formation and strengthening of distrust in existing democratic institutions, social polarization and
undermining of political systems, and contributes to the formation of authoritarian governance.

It is emphasized that the growing dependence on Al revealed its internal vulnerability. It’s about
bias and data poisoning, competitive attacks, and model hijacking. All this can be used to compromise
political systems and manipulate the results of elections, referendums, etc.

It is emphasized that the experience of leading countries in digital transformation demonstrates
that by minimizing the risks associated with the use of Al, there is a clear state strategy, attracting
investments and their strategy, cyber resilience, data protection and international cooperation.

Further research should focus on developing a comprehensive regulatory framework through
which human-centered control over Al decisions and decisions could be formed. At the same time, it is
necessary to take into account the human factor of influencing Al, the use of technology not for the good,
but to the detriment of humanity and individuals. Strengthening international partnerships for the
exchange of experience and joint counteraction to threats to national security in the field of information
and influence on political processes currently looks like a promising and far-sighted step.
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