Philosophy and Governance No. 2(18) (2026)

e-ISSN 3041-248X @

OINOCOPIATA
YNPABJIHHA

Philosophy and Governance

PHILOSOPHY AND
GOVERNANCE

https://www.eu-scientists.com/index.php /fa

Philosophy of Responsibility in the Age of Technology: Between
Anonymity and Control

Tetiana Svidlo

1* @ Maryna Storozyk

2@ Tetiana Bubon " 2

1 National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute” (Ukraine). Associate
Professor at the Department of Philosophy, Candidate of Philosophical Sciences, Associate Professor.

2 National Technical University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute” (Ukraine). Lecturer
at the Department of Philosophy.

* Corresponding Author, e-mail: t.svidlo@meta.ua

ARTICLE INFO

ABSTRACT

Research Article

DOI:
10.70651/3041-
248X/2026.2.09

Received:

7 January 2026
Accepted:

9 February 2026
Published online:
13 February 2026

Copyright © 2026
by authors

©08

This is an open
access journal and
all published articles
are licensed under a
Creative Commons
Attribution—
NonCommercial 4.0
International

(CC BY-NC 4.0)

OPEN ACCESS

The relevance of the study is due to the rapid expansion of digital technologies, which
leads to a fundamental transformation of classical ideas about individual and collective
responsibility. The article aims to carry out a comprehensive socio-philosophical
analysis of the processes of digitalization as a factor in the reformatting of subjectivity,
freedom of speech and the ethical principles of urban space. The work is aimed at
overcoming technological determinism by appealing to anthropological constants and
classical philosophical heritage, in particular the ideas of |. G. Fichte, in the context of
the challenges of algorithmic control and the ecological crisis. The study deconstructs
the concept of “digitalization” as an ideological construct that imitates scientific
objectivity and justifies the transition from passive models of liberal freedoms to a
dynamic paradigm of communicative participation. It is proven that in the conditions
of manipulative influence of large language models capable of influencing political
beliefs through post-optimization methods, the philosophical ideas of]. G. Fichte should
be considered as a tool for protecting the cognitive autonomy of the individual. An
analysis of international experience, in particular the European Al Act (Al Act 2024),
revealed the formation of a risk-oriented model of responsibility, where the
transparency of algorithms and human supervision become mandatory regulatory
guidelines. It is established that the digitalization of the sociosphere finds its
constructive embodiment in the strategies of an intelligent city, where the introduction
of biomorphic technologies and electromobility allows harmonizing the artificial and
natural environment, minimizing the anthropogenic load on ecosystems. The study
confirms that responsibility in the digital age is shifting from the plane of technical
serviceability to the dimension of ethical subjectivity and legal accountability of
algorithmic systems. The philosophy of technology is identified as a necessary
methodological basis for designing a human-centered future, where digital tools serve
as a means of strengthening freedom, not an instrument of alienation. Prospects for
further exploration are related to the development of ethical protocols for the
interaction of the subject with Al and the study of socio-psychological comfort in
biomorphic urban structures.
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AKTyasbHICTD JOC//KEHHS 3yMOBJIeHA CTPIMKOIO eKCIaHCIEr LUPPOBUX TEXHOJIOTIH, L0
HPU3BOJUTH 0 PyHAaMeHTaIbHOI TpaHcdopMalii KJIACHYHUX ySBJIEHb PO iHAUBIAYyaIbHY
Ta KOJIEKTUBHY BiJNOBiAa/bHICTb. MeTOI CcTaTTi € 3/1iiCHEHHS] KOMILJIEKCHOT'O COLia/IbHO-
¢dinocopcbkoro anamizy mnpoueciB uudpoBisauii K YUHHUKA HepedopMaTyBaHH:A
Cy6’eEKTHOCTI, CBOOOM CJIOBA Ta ETMUHUX 3aca/| MicbKoro npocrtopy. Po6oTa cripamoBaHa Ha
NI0/}0JIaHHS TeXHOJIOTIYHOTO JeTePMiHi3My Yepe3 3BepHEeHH [0 aHTPOIOJIOTTYHUX KOHCTaHT
Ta KJacuyHoi disocodcbkoi cafmumuy, 30kpema ifieit K. . ®ixTe y KOHTEKCTi BUK/IMKIB
QJICOPUTMIYHOTO KOHTPOJIKO Ta €KOJIOTIYHOI KPU3H. Y XOi AOC/iPKEHHSI JEKOHCTPYHOBaHO
KOHIENT «11$poBi3awii» K iZieos0riyHOro KOHCTPYKTY, L0 iMiTY€ HAYKOBY 00’ €KTUBHICTB, Ta
OOI'PYHTOBAHO TepexiJ BiJy MacUBHUX MojeJsieH JiibepalbHUX CBO6GOJA [0 AWMHAMIYHOI
napajurMyu KOMYHIKaTUBHOI naprtucunauil. /loBefileHo, 10 B yMOBax MaHIMyJATUBHOIO
BIUIVBY BeJIMKMX MOBHHX MOJeJieH, 3JJaTHUX BIIMBAaTH Ha MOJITUYHI NlepeKOHaHHsI yepe3
MeToJu TocTonTuMizanii, disocopcnki izei M. I. PixTe BapTO po3riafaTH fAK iHCTPYMEHT
3aXMCTy KOTHITMBHOI aBTOHOMIil OCOOHMCTOCTi. AHasi3 MiDKHApOAHOTO JOCBily, 30KpeMa
eBporneiicbkoro Akra rpo LI (Al Act 2024), BusiBuB GopMyBaHHS pU3UK-OPiEHTOBAHOI MO
BiZINOBiJa/IbHOCTI, /ie MPO30PiCTh AITOPUTMIB Ta JIIOACHKUM HATJIsA[, CTAlOTh 000B I3KOBUMH
HOPMAaTUBHUMM OpieHTHpaMH. BctaHoBeHO, 1110 nrdpoBsizanis coujocdepu 3HAX0AUTH CBOE
KOHCTPYKTUBHE BTIJIeHHSI Y CTpaTeriaX IHTe/JIeKTyaJbHOTO MiCTa, Je BIIPOBa/KeHHH
6ioMOpPOHUX TEXHOJIOTIH Ta eJIeKTPOMOOGIIBHOCTI [103BOJISIE TApPMOHI3yBaTH WITy4HE Ta
IpUpoJHe CcepefloBULle, MIHIMI3yl0Y4M aHTPOIOreHHe HABaHTAXKEHHS Ha EKOCHUCTEeMM.
JocnipxkeHHS MiATBEPPKYE, 0 BiANOBIJa/IbHICTD ¥ [UGPOBY €M0XY 3Milly€eThCS 3 MJIOIIUHA
TEXHIYHOI CIPaBHOCTI y BHUMIp €THYHOI Cy6'€KTHOCTI Ta NpPaBOBOi MiJ3BITHOCTI
anropuTMivHux cucreM. ®inocodiss TexHosOrH BU3HAYeHA SIK HEOOXiZHA METO/0JIOriYHa
6a3a /Ji NMPOEKTYBaHHSA JIIOAWHOLIEHTPUYHOIO MaHGyTHBOrO, Aie LUGPOBI iHCTPYMEHTH
CJIyTYIOTh 3ac060M 3MillHEHHS CBOOOJM, a He iHCTpyMeHTOM BiadyxkeHHs. [lepcrieKTUBU
NOJJAJIbIINX PO3BiZIOK NMOB’sI3aHi 3 PO3POOKOI0 ETUYHUX MMPOTOKOJIIB B3aEMOZIi cy6’exTa 3 LI
Ta BHUBYEHHSIM COLa/IbHO-NICUXOJIOTTYHOTO KOMGOpTYy B 6ioMOpdHUX ypbGaHiCTUYHHX

CTPYKTYypax.

KJ/IIOYOBI C/TOBA

eTuka, U. I'. dixTe, cy6’eKTHICTD, ypbaHicTHKa, pisocodis BignoBiaanbHoCTi, dinocodis
TeXHOJIOTiH, [udpoBisauis, wTyyHui inTesnext (LUI).


https://www.eu-scientists.com/index.php/fag
https://portal.issn.org/resource/ISSN/3041-248X
https://www.eu-scientists.com/index.php/fag
mailto:t.svidlo@meta.ua
https://doi.org/10.70651/3041-248X/2026.2.09
https://doi.org/10.70651/3041-248X/2026.2.09
https://www.eu-scientists.com
https://orcid.org/0000-0002-4418-0109
https://orcid.org/0000-0002-6412-5182
https://orcid.org/0000-0001-6427-4180
https://creativecommons.org/licenses/by-nc/4.0/deed.en

Svidlo, T., Storozyk, M., & Bubon, T. Philosophy and Governance No. 2(18) (2026)

1. Introduction

The rapid progress of digital technologies, artificial intelligence and global communications is
changing not only social institutions, but also the very foundations of ideas about responsibility. In the
digital space, the boundaries between private and public, individual and collective are gradually blurred,
and the usual tools for ensuring responsibility are ineffective. Chairman of the Board of Directors of
Google E. Schmidt, together with the founder and director of the Google Ideas Research Center J. Cohen,
emphasizes in his book that the Internet is one of the few inventions that remains partially
incomprehensible to humanity. What began as a tool for electronically transmitting data between two
computers, the size of a room, has evolved into a ubiquitous and multifaceted means of expressing
human energy and creativity. The Internet is constantly changing, becoming bigger and more complex
every moment. It is a source of both enormous benefits and potentially destructive threats, and only
now are we beginning to realize its impact on our world [15, p. 9].

The issue of the relationship between anonymity and control acquires special social significance
in modern conditions. On the one hand, anonymity in the digital environment serves as an important
tool for protecting privacy, promotes freedom of expression and creates conditions for open criticism of
government structures. However, on the other hand, it can also become the basis for impunity, the
spread of disinformation and manifestations of deviant behavior. At the same time, the growing trend
towards increased digital control by state and corporate practices carries potential threats, including
restrictions on civil liberties and violations of fundamental human rights. Today, a significant part of
digital communication is carried out in a technological and informational and economic environment,
which was impossible to even roughly imagine either in 1791, when the right to freedom of speech was
enshrined in the First Amendment to the US Constitution, or in 1859, when John Stuart Mill outlined his
ideas about freedom of expression in his work “On Freedom”. In this regard, it was impossible to predict
what consequences the institutionalization of fundamental communicative freedoms, concentrated
mainly around freedom of expression as a right to protection from state interference, could entail, given
the specifics of modern digital realities [16, p. 167].

Artificial intelligence (Al) is one of the most significant phenomena of our time, according to O.
Ivanova, which radically changes the ways of human interaction with technology and the environment.
The rapid development of this field puts forward several new and complex tasks for philosophy, among
which ethical challenges related to the preservation and rethinking of the anthropological dimension of
human subjectivity are of particular importance. At the center of these ethical and ontological discourses
is the human personality with its capacity for self-awareness, free will and moral responsibility [7, p.
72]. At the same time, algorithmic systems are increasingly penetrating various spheres of social
activity, generating the risk of depersonalization of human subjectivity and blurring of its autonomous
boundaries. Clarification of this problem requires a thorough philosophical dialogue between the
humanistic and technological traditions, taking into account the strengthening of the influence of
machine solutions. The anthropological dimension in this context aims to explore the essence of man as
a subject of thinking, acting and reflection under the influence of the progress of Al. The question
becomes urgent whether Al poses a threat to the identity of human subjectivity or, on the contrary, can
serve as a means of its transformation. In this regard, the need to discuss the ethical principles of
interaction between man and technology is becoming more and more relevant. Maintaining an
anthropocentric position in a world that is rapidly transforming in the direction of technological reality
requires close attention and comprehensive theoretical understanding.

2. Literature Review

The study of the transformation of responsibility in the context of digital expansion is an
interdisciplinary problem encompassing classical philosophy, Al ethics, media philosophy and urban
studies. The anthropological risks of Al and the blurring of the boundaries of human autonomy and
human presence in the digital world in general have already become the subject of scientific attention
by various scientists [7; 3; 16]. Many scientists are focused on issues related to the ethical use of modern
technologies, in particular, Al and its impact on various spheres of life and on the person himself as a
person and his identical dimensions [4; 9]. The eco-urban and socio-technological dimensions of
responsibility are presented in the article by O. Levchenkov [11], where the philosophy of technology is
considered as a normative basis for strategic planning of urban space. The issues of biomorphism,
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environmental ethics and the relationship between artificial and natural environments in the context of
the climate crisis are investigated by M. Orel [13]. Despite a considerable amount of scientific research,
there is still a need for an integrated analysis that would connect classical interpretations of a person as
a subject with modern mechanisms of algorithmic influence and new models of ethical use of Al, urban
infrastructure planning, and virtualization of various spheres of life, which determines the relevance of
this article.

3. Problem Statement

The purpose of this article is a socio-philosophical understanding of the transformation of the
concept of responsibility in the context of the expansion of digital technologies, algorithmic control and
exacerbation of environmental challenges of modern man-made society. An important stage of the work
is the analysis of the structural shift in the understanding of freedom of speech in the digital age, which
requires justification of the transition from the classical liberal model of the right to protection from
interference to the socio-philosophical model of the right to participate in the construction of
communication structures. Special attention is paid to the study of the manipulative potential of Al, in
particular regarding the political views and preferences of voters. Why is the philosophical heritage of
J. G. Fichte opposed to the autonomy of subjectivity and the value of the human personality. The study
is aimed at theoretical substantiation of the role of the philosophy of technology and the concept of
biomorphism as a normative basis for the design of intelligent urban space, which provides an ethically
justified symbiosis of technological progress, social welfare and environmental safety of the
sociosphere.

4. Methods and Materials

The methodological basis of the study is a complex of general philosophical and special scientific
methods that allow to carry out an integrative analysis of technological transformations in socio-cultural
and ethical dimensions. The leading method in the work is the hermeneutic method used to reinterpret
the classical philosophical heritage in the context of modern digital realities. The use of the
phenomenological approach made it possible to analyze the change in the structure of self-
consciousness and identity of the subject in the conditions of algorithmic influence and digital
anonymity. The empirical basis of the study is the results of current research on the manipulative
potential of Al, as well as regulations related to digitalization. The analysis of the eco-urban aspect and
the concept of biomorphism was carried out with the involvement of methods of the system approach
and social ecology. The combination of these methods has provided multifaceted coverage of the issue
of responsibility, from individual ethical choices to global regulatory regulation.

5. Results and Discussion

Today, social transformations are often united under the concept of digitalization. The first
notable reaction to these changes is the emergence of new terms, theories and methodologies. The
analysis of modern social transformations shows that most of them today are labeled with the term
“digitalization” without an alternative. At first glance, such a large-scale technological shift requires the
immediate creation of fundamentally new theoretical frameworks, concepts and research methods.
From a purely technical point of view, digitization is the process of converting continuous signals into
discrete ones, which is uninformative for humanitarian and socio-philosophical knowledge. Much more
important is the social aspect of this process, which, despite its ubiquity, remains conceptually vague
and devoid of a clear empirical essence. In our opinion, it is advisable to interpret the modern discourse
around digitalization through the prism of organizational theories as a “rationalized myth”. Such myths
reflect the expectations of the external environment: scientific and social institutions accept the
attribute “digital” as a marker of modernity and legitimacy, often neglecting its real theoretical validity.
In this context, digitalization appears more as an identity-forming heuristic that structures the political
and scientific field, rather than as an independent research category [8]. Critical deconstruction allows
us to change the focus of research: instead of chasing changing technological forms, we propose to focus
on the constants of human communication and being. The digital changes we perceive are only an
occasion to develop a deeper understanding of those fundamental mechanisms of subjectivity and
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interaction that remain unchanged. It is this methodological step that allows us to turn to the classical
philosophical heritage and current ethical challenges in the fields of freedom of speech, Al, and socio-
ecological design of urban space in our further analysis.

M. Werner comprehends the contribution of philosophy in times of digital transformation using
the example of freedom of speech. It is about how the digital transformation of communication causes a
structural shift: from limitations in the ability to express to limitations in the ability to perceive,
gradually exacerbating the problem of perception, which first began to take shape in the age of mass
information. This shift exposes the problem of applying traditional, mostly defensive concepts of liberal
freedom of speech to the new conditions of digital communication. This can give rise to difficulties, for
example, in determining the role and responsibility of the so-called “intermediaries”, i.e., platforms and
channels that facilitate information exchange. The solution of such issues cannot depend only on the
self-regulation of private entities. The role of philosophy in overcoming these challenges is largely
determined by the fundamental socio-philosophical positions that underlie its approach to these issues.
In contrast to K. Weber’s libertarian understanding of digital freedom of speech as a purely freedom of
information exchange, the idea of expanding the traditional protective aspect of freedom of speech by
supplementing it with the rights to participate (ensuring equal access to communicative opportunities)
and the rights to co-creation (joint participation in the construction of communication structures) is
proposed. In this context, philosophy can play a meaningful role in accurately delineating such
communicative rights within a complex media ecosystem and a multi-level network of functionally
differentiated sub-publics, acting as a partner in interdisciplinary dialogue alongside other fields of
knowledge. Analyzing digital transformation through the prism of the philosophy of responsibility, M.
Werner comes to the conclusion that the traditional liberal model of freedom of speech as a “right to
protection from interference” (Abwehrrecht) has exhausted its regulatory potential. Because in a
situation where digital platforms are turning into “global arbiters of communication”, a dangerous
vacuum of responsibility arises. Under the conditions of anonymity of digital entities and private
ownership of means of communication, control over the truth is actually delegated to algorithms.
Therefore, responsibility in the digital age should be based on the reinterpretation of freedom: not just
as the absence of censorship, but as the right to fair participation in the formation of communication
structures [16, p.160, 177].

At the same time, algorithmic systems are increasingly penetrating various spheres of social
activity, generating the risk of depersonalization of human subjectivity and blurring of its autonomous
boundaries. Clarification of this problem requires a thorough philosophical dialogue between the
humanistic and technological traditions, taking into account the strengthening of the influence of
machine solutions. The anthropological dimension in this context aims to investigate the essence of the
human being as a subject of thinking, acting and reflection under the influence of the progress of
artificial intelligence. The question becomes urgent whether artificial intelligence poses a threat to the
identity of human subjectivity or, on the contrary, can serve as a means of its transformation. In this
regard, the need to discuss the ethical principles of interaction between man and technology is becoming
more and more relevant. Maintaining an anthropocentric position in the world, which is rapidly
transforming in the direction of technological reality, requires close attention and complex theoretical
understanding [7, p. 72].

In the modern era, when digitalization processes radically transform social structures and affect
individual identity, turning to classical philosophy opens up unexpected prospects for analyzing and
comprehending these changes. The philosophy of Johann Gottlieb Fichte, a representative of German
idealism, is an exceptional source for critical reflection on the challenges and opportunities that arise in
the context of social digitalization. The thinker once noted in one of his speeches that a person cannot
be inherited, sold, or donated, and could never become someone’s property, because he belongs to
himself and must remain so. In her innermost essence, there is a divine spark that elevates her above
the animal world, making her a fellow citizen of the universe, the first link of which is God, that is, her
conscience. It is this inner conscience that teaches a person to unconditionally and categorically desire
one and not the other. She makes this decision completely freely, without outside coercion. If a person
must obey the voice of his conscience, which is his absolute moral law, then external influence on him is
impossible; It must be free from any interference. That is why no external force can prevail over its will.
[t must act in accordance with its internal law and remain free. The only source of power for a person is
his internal law, and if he allows external authority to be imposed on him, he will contradict his own
moral principle, erasing his humanity and slipping to the level of animals [2].
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His reflections on the nature of self-awareness, intersubjectivity, and ethical responsibility
provide valuable theoretical tools for analyzing issues related to individual identity in a digital world. In
addition, judgments about the phenomenon of recognition and ethical responsibility contribute to a
deep understanding of the processes of constituting the subject and the community. These ideas are of
particular importance in today’s world, where interaction is increasingly carried out through digital
technologies. Digitalization processes, which are becoming more and more widespread, cause the
transformation of social interactions, opening up both new opportunities and a number of challenges
for society. Modern digital technologies contribute to the emergence of innovative forms of network
communication and the creation of new communities. At the same time, raising questions about
established notions of identity, recognition, and ethical behavior. The central thesis for ]. G. Fichte about
the need to be recognized by others as a fundamental condition for the formation of self-consciousness
provides significant guidelines for analyzing the processes of digital identity formation and the role of
social media platforms in modern society. His reasoning on mutual recognition and ethical
responsibility within the community offers an important conceptual toolkit for understanding the
ethical implications of digital interactions and shaping appropriate behavioral strategies in the digital
reality. ]. G. Fichte’s commitment to education and cultural development as fundamental factors of social
progress and ethical capacity opens up important prospects for analyzing the role of digitalization in
modern education and cultural processes. His belief that individual freedom and ethical subjectivity are
shaped and strengthened through education and active participation in cultural life is echoed in the
current debate about democratizing access to knowledge through digital technologies. At the same time,
it allows us to critically reflect on both the scale of opportunities and the risks associated with the
implementation of digital models of education [10].

The rapid development of Al is fundamentally transforming the political arena, breaking the
established rules of the game. Modern Al technology not only improves traditional tools of political
practice but also offers fundamentally new opportunities for both strategic planning and, unfortunately,
the manipulation of public opinion. At the present stage, Al functions as a powerful analytical tool that
allows you to conduct research on social and political trends with unprecedented accuracy, predict
election results, and optimize all aspects of communication with voters. Al has significant potential to
transform electoral processes, contributing to their efficiency, transparency, and security. In particular,
Al tools can be used to automate voter verification and improve the accuracy of vote counting, which
can ultimately provide more reliable election results. However, along with these benefits, there are
significant ethical risks, including data privacy violations, the spread of disinformation, manipulation of
citizens' electoral behavior, and bias in Al algorithms. In order to realize the positive potential of Al and,
at the same time, minimize possible risks, as I. Maine and E. Bukohwo argue, it is necessary to implement
areliable regulatory framework. It provides for the priority of principles such as transparency, fairness
and accountability. The priority tasks in this case are to protect voters’ personal data, overcome
disinformation, and ensure that Al systems are acceptable. It is also crucial to develop clear ethical
standards and offer citizens access to educational materials about Al technologies. A balanced and
responsible approach to the use of Al can not only optimize the results of the electoral process, but also
ensure that elections remain free, fair and transparent even in the age of digital transformations. In the
future, it is expected to develop an ethical framework based on trust, as well as the introduction of
blockchain technologies for verification and certification of electoral processes and documents, which
will further strengthen their integrity [12, p. 3218].

However, the authors of the study “The levers of political persuasion with conversational artificial
intelligence” found that Al chatbots can influence voters’ political beliefs. The most effective means of
increasing the persuasiveness of Al were post-learning methods and strategies through prompting,
which increased the level of persuasion by 51% and 27%, respectively. These advantages often
exceeded those achieved by substantially expanding the model. Personalization of arguments based on
user data, on the other hand, had a relatively weak impact on Al’s ability to persuade. The main factor
that ensured a high level of persuasiveness was the density of information: the most successful models
filled their arguments with a significant amount of factual data. At the same time, a disturbing trade-off
between persuasiveness and accuracy was observed: the same approaches that contributed to the
growth of persuasiveness, in particular post-learning and information-oriented prompting, often led to
a decrease in the actual accuracy of the information created. The fundamental mechanism of Al-based
political manipulation is content personalization, especially within social media. Modern algorithms are
able to analyze every aspect of user activity, from search queries and preferences to online interactions.
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Based on this detailed profile, Al technologies generate targeted advertising messages and
informational materials that resonate with the specific preferences and beliefs of individual voters. The
effectiveness of this approach increases exponentially due to the impact on the emotional level of
communication, which goes beyond rational perception. This contributes to the establishment of a
powerful emotional connection between the voter and the proposed ideas or policies. However, this
process also has significant challenges. The use of Al in politics deepens existing social divisions,
increasing the risk of social polarization. This is an important consequence that cannot be ignored in
today's digital world. This study demonstrates that the persuasiveness of modern Al systems, as well as
technologies of the near future, will be largely determined not so much by the scale of models or the
level of personalization, but by the use of post-training methods and prompting techniques. It is these
approaches that allow large language models (LLMs) to efficiently generate relevant information in
dialogue mode. At the same time, the analysis revealed a potentially troubling trade-off: optimizing Al
to achieve persuasiveness could lead to greater use of misleading or false information. These findings
form an empirical framework for developers and policymakers, providing them with tools to identify
and solve problems related to the application of Al for persuasion. In addition, it is critically important
to implement preventive measures that would ensure a balance between the legitimate use of Al in the
political sphere and minimizing the risks of manipulation and the spread of disinformation [5].

Al has significantly transformed modern election campaigns, significantly influencing their
mechanism and strategies. Today, Al technologies are actively used to accurately target voters, create
personalized content, optimize communication processes, and even, unfortunately, spread
misinformation. In response to these challenges, many countries around the world are working on
developing a legislative framework to regulate the use of Al in electoral procedures. For example, in the
United States, there is currently no detailed legislative framework at the federal level that would
regulate the use of Al. But several important initiatives have already been proposed:

- Al Transparency in Elections Act: Requires reporting on the use of Al in political advertising.
Political messages containing images, audio, or video created or significantly modified using generative
Al should have a clear warning about the use of such technologies. The draft law clarifies that content is
considered to have been substantially altered if Al has been used to create or edit it significantly, except
for minor changes, such as cropping or color correction;

- Protect Elections From Deceptive Al Act: Aims to prohibit the use of misleading Al-powered
content in federal elections. If the voice or image of a federal candidate has been used in such material,
he or she may file a civil lawsuit seeking to prohibit the further distribution of harmful content or seek
damages, including compensation for legal fees and litigation;

- Honest Ads Act: aims to update election campaign finance legislation to reflect the new realities
of digital advertising.

The implementation of the above initiatives is accompanied by significant challenges, such as the
need to align them with freedom of speech and resistance from the tech industry. In addition, the
jurisdiction of federal agencies such as the Federal Communications Commission (FCC) and the Federal
Election Commission (FEC) remains limited. Other countries are also developing and implementing
relevant regulatory legislation. For example, Bill C-63 (2024) in Canada aims to combat the spread of
harmful content on the Internet. It covers, in particular, the issue of deepfakes, which can affect the
course of electoral processes or damage the reputation of individuals. And the Australian government
has introduced a draft law to amend communications legislation called the Communications Legislation
Amendment (Combatting, Misinformation and Disinformation) Bill 2024. However, the draft law caused
a lot of criticism related to accusations of possible restrictions on freedom of speech [14].

The European Union has established itself as a global leader in shaping the regulatory framework
for Al regulation. The Al Act (2024) structures Al systems according to risk levels and defines
requirements for their security and transparency. Al systems used in electoral processes are classified
as high-risk and require careful regulation. The EU’s approach to Al regulation is distinguished by its
comprehensiveness and proactivity, being an integral component of the overall digital development
strategy. European regulators are focusing on preventing potential risks, not just responding to their
consequences. The Al Act is an example of the EU’s commitment to a comprehensive approach to
regulation that covers all Member States [1].

The European Al Act aims to promote the responsible development and implementation of Al
technologies within the EU. The document aims to minimize potential risks to the health, safety and
rights of citizens. It sets clear requirements and responsibilities for developers and users of different
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types of Al applications. Companies seeking to operate or continue their activities in the EU market are
required to prepare to comply with the new rules. The Al Act provides for a single EU-wide legal
framework based on a forward-looking definition of Al and a risk-based approach. Most Al systems,
such as spam filters or video games with Al elements, do not have additional requirements. Companies
can implement voluntary codes of conduct on their own. Certain systems, such as chatbots, must notify
users that they are interacting with Al. Also, Al-generated content should be clearly labeled. While
systems related to Al-based medical software or personnel selection solutions must meet stringent
requirements. This includes risk mitigation measures, high-quality datasets, transparent information
for users, ensuring human oversight, and other measures. It is unacceptable, according to the law, to use
Al technologies for purposes such as social scoring of citizens by governments or companies. It is
considered a threat to basic human rights and is strictly prohibited. The law laid the foundation for the
ethical and safe development of Al in the EU countries, taking into account both its opportunities and
risks [6].

In addition to paying attention to the philosophical understanding of the changes caused by the
technological development of the late twentieth and twenty-first centuries related to freedom of speech
and political risks, it is worth emphasizing the environmental aspects of such technologization. In
today’s international context, there is a clear trend of integrating environmental innovations with digital
technologies in order to promote the sustainable development of urban areas. Of particular importance
in this process is the field of electromobility, which is recognized as a fundamental direction for reducing
the level of harmful emissions and creating a “green” energy infrastructure in the context of
urbanization. The effectiveness of the implementation of the principles of electromobility is largely
determined by the provision of appropriate methods of energy production and storage, as well as the
possibility of integrating renewable energy sources into large-scale transport systems. Practical
experience in installing environmentally friendly charging stations (CPRs) shows several positive
consequences, including reducing greenhouse gas emissions, optimizing resource consumption and
improving overall energy efficiency.

In addition to the obvious positive advantages, this also gives rise to new challenges related to the
need to develop reliable electrical infrastructure, ensure cybersecurity in networks, and introduce
standardization and proper technical support. All of the above necessitate coordinated actions on the
part of government agencies and the corporate sector. The further development of the digital society is
increasingly associated with the use of the powerful potential of Al. The approach to the mass use of Al
for ecological and human-centered urbanization involves not only the automation of certain procedures,
but also the formation of a qualitatively new approach to the organization and functioning of urban
systems. The use of Al technologies to carry out high-precision analysis of huge data arrays in real time,
which in turn contributes to a prompt response to social and environmental challenges. This process
includes both the optimization of transport logistics to reduce environmental pollution and the
introduction of smart energy management systems, which have the potential to significantly reduce the
anthropogenic burden on ecosystems. An important element of this approach is the data that serves as
the basis for their collection, processing and targeted use in the context of urban planning.

Within the framework of the smart city paradigm, which is based on data management, all
components of the urban ecosystem, from transport infrastructure to utility systems, are integrated into
a single digital information space. This helps to increase the transparency of management processes and
makes it possible to more effectively assess and manage potential risks, in particular those of an
environmental nature. However, along with the many advantages of such a transformation, there are
also serious challenges. The issues of confidentiality and ethics are becoming more and more relevant,
because the environment that is constantly monitored can limit the privacy of citizens and will require
significant changes in legal regulation.

In the context of the philosophy of technology, researchers focus on the importance of integrating
the technological aspect into the basis of philosophical research. This allows for a deeper understanding
of societal transformations and their consequences. If earlier technology was perceived mainly as an
applied science, today its impact goes far beyond these limits, encompassing significant anthropological
and sociocultural aspects. For example, the philosophy of technology can not only contribute to a deeper
conceptual understanding of technological progress but also lay a normative basis for the development
of technological projects and strategic decision-making. This approach avoids the gap between
theoretical philosophical discussion and the practical use of innovations, which often causes insufficient
attention to ethical and environmental issues in the creation of new technologies [11, p. 133].
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Given the modern pursuit of economic benefits and competitive advantage, representatives of
global elites often resort to actions that degrade and destroy natural systems. Such interference
significantly damages public health and threatens the planet's ecological integrity. O. Spengler once
predicted a conflict between technology and culture, fearing that uncontrolled technological progress
could lead to the destruction of cultural traditions. M. Heidegger also drew attention to the fundamental
influence of technological progress, considering it as a force capable of significantly transforming human
existence. K.-O. Apel emphasized that scientific achievements in the conditions of technological
progress pose a serious ethical challenge for humanity, requiring collective solidarity and responsibility
for the consequences of this development. Similar opinions were expressed by representatives of the
humanistic direction of philosophy, such as A. Maslow, who called for the creation of a humanistic
philosophy of biology, as well as R. Atfield, who laid the foundations of environmental ethics. These
studies highlight the importance of rethinking human interaction with the environment and ethical
responsibility for its condition. The contribution of the Chicago School of Sociology to the development
of philosophical and social understanding of urban problems deserves special attention. Its researchers,
who called themselves humanistic ecologists, emphasized that the artificial urban environment and
natural landscapes are closely interconnected with social structures and affect the formation of a sense
of comfort and well-being of urban residents. Modern Western researchers of biomorphism, including
S. Bergen, T. Bitley, M. Cadenaso, P. Kindel, R. Costanza, P. Nieman, D. Friedli, study the relationship
between living and artificial nature in the context of the aggravation of the environmental crisis, climate
change, and natural disasters, which are aggravated by digitalization and virtualization of life processes.
Thus, the topic of biomorphism is gradually gaining popularity in the humanitarian sphere, but there is
still a lack of a socio-philosophical approach for a deeper understanding of this phenomenon. There is
also a lack of integration of theoretical developments with practical analysis of urban everyday life [13,
p. 160-162]. The philosophy of the city should be aimed at interaction with other areas of empirical
urban planning, such as the theory of the city. Thanks to this, it not only adopts new knowledge but also
actively contributes to the development of other disciplines, offering primarily conceptual analysis and
perspectives.

6. Conclusions

The perception of digital transformation as an ideological construct that imitates scientific
objectivity allows us to go beyond purely technological determinism and focus on existential constants
that determine the essence of human interaction, regardless of the tools for its implementation. The
classical concepts of liberal freedom, focused on passive protection against interference, turn out to be
relevant only partially, giving way to a dynamic model of communicative participation, which involves
the active involvement of the subject in the construction of network architecture and overcoming the
algorithmic monopoly on truth. In our opinion, the intellectual heritage of German idealism is of
particular importance, in particular Ficht's ideas about the self-worth of the “I” and the role of
intersubjective recognition, which serve as a reliable conceptual shield against the leveling of the
personality in the conditions of total dataification. The empirically confirmed impact of dialogue
systems on voters’ beliefs actualizes the need for a transition to proactive regulatory regulation,
embodied in modern international acts based on the priority of human oversight and transparency of
machine decisions. Finally, the architectonics of the future sociosphere is seen in the implementation of
biomorphic strategies for urban development, where digital tools and environmental innovations are
subordinated to humanistic guidelines, transforming the philosophy of technology from an abstract
discipline into an effective methodological framework for creating a safe and harmonious living space.
Further scientific research in this direction should focus on the empirical verification of ethical protocols
for human interaction with generative Al models, in particular in terms of their impact on the cognitive
autonomy of the individual.
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