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The article analyzes the conceptual, regulatory, institutional and technological
foundations of the digital transformation of the social protection system of Ukraine in
the context of post-war reconstruction and European integration transformations.
Digitalization is considered a systemic tool for ensuring the continuity of social services,
increasing their targeting, accessibility and institutional stability in the context of large-
scale socio-economic shocks caused by armed aggression. Based on the analysis of
international approaches to the development of digital public infrastructure, in
particular the concept of Digital Public Infrastructure, it was found that the
effectiveness of the modern model of social protection is determined by the level of
integration of digital identity, social registers, interoperable data exchange platforms,
analytical tools and multi-channel service mechanisms for interaction with users. It is
substantiated that the formation of a single digital architecture of social protection
contributes to reducing the administrative burden, increasing the accuracy of
verification of the right to assistance, optimizing management decisions and ensuring
the adaptability of the system to crisis conditions. The institutional prerequisites for the
digital modernization of the social sphere of Ukraine are determined, including the
development of the Unified Information System of the Social Sphere, the functioning of
the electronic services platform and the implementation of mechanisms for the
interoperability of state registers. It is proven that the digitalization of social protection
is not only a technological process, but a complex institutional transformation that
combines legal regulation, data management, cybersecurity, organizational changes
and the development of digital competencies of personnel. On this basis, a conceptual
model and a roadmap for the phased implementation of digital transformation have
been developed, which involves the formation of integrated digital services, the
development of analytical and algorithmic tools, ensuring compliance with European
standards of data protection and cyber resilience, as well as the implementation of the
principles of human-centricity and inclusiveness. The study concluded that
digitalization is a key factor in increasing the efficiency, transparency and sustainability
of the social protection system, ensuring its adaptability to post-war challenges,
contributing to improving the quality of social process management and creating the
prerequisites for Ukraine’s integration into the European digital space of social policy.
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Y crarTi npoaHasi30BaHO KOHIENTyasbHi, HOPMAaTHUBHO-IHCTUTYLiMHI Ta TeXHOJIOTIYHI
3acagy 1udpoBoi TpaHchopMalil CACTEMH COLa/bHOTO 3axWUCTy YKpalHM B yMOBaX
IIOCTBOEHHOTO  BiZIHOBJIEHHA Ta €BpOiHTerpauliiHMX IepeTBOpeHb. Po3risHyTO
nupoBi3aIil0 fAK CHCTEMHHUH IHCTPYMEHT 3abe3levyeHHs Oe3NMepepBHOCTI HAZaHHA
COLjaJIbHUX NOCJYT, MiBUILEHHS IX aJipeCHOCTI, JOCTYNHOCTI Ta IHCTUTYLIMHOI CTIMKOCTI B
YMOBaXx MacUITabHUX COLia/IbHO-eKOHOMIYHHX IIOTPSICiHb, CIPUYUHEHUX 30POMHOI0 arpeciero.
Ha ocHOBi aHanmizy MDKHapoJHMX MiAXOAIB [0 PO3BUTKY LUPPOBOI MyG/IidHOT
indpacTpykTypy, 30kpeMa koHuenuii Digital Public Infrastructure, 3’sicoBaHo, 110
edeKTUBHICTb Cy4yacHOI MOJieJli COLia/IbHOT0 3aXUCTY BU3HAYAETHCS PiBHEM iHTErpOBAHOCTI
ubpoBOI iJIEHTUYHOCTI, CoLia/lbHUX PEeeCTpiB, iHTeponepabesbHUX MIATGOPM OOMiHY
JIAHUMH, QaHAJIITHYHUX IHCTPYMEHTIB Ta 6araTokaHaJIbHHUX CEPBICHUX MeXaHi3MiB B3aeMoii 3
KopucTyBadamu. OOrpyHTOBaHO, 1o GOpMyBaHHSI €AWHOI LKGPOBOI apXiTEKTYpH
COLjaJIbHOTO 3aXUCTy CIPUAE 3HMKEHHIO aIMIiHICTPaTUBHOIO HaBaHTaKeHHS, MiIBUILEHHIO
TO4YHOCTi Bepudikalii mpaBa Ha [JONOMOry, ONTUMi3alii ynpaBaiHCBKUX pillleHb i
3a0e3MeUYeHHI0 aJAaNTUBHOCTI CHUCTEMH [0 KPU30BUX YMOB. Bu3HaueHO iHCTUTYLilHI
nepeJyMoBU LMPPOBOI MoJepHisalji comjanbHoI cdepu YKpaiHH, BKIOYAOUYM PO3BUTOK
€nuHoi iHQopMariiiHOi cucteMu coujasbHOi chepH, OYHKIiOHYBaHHS —ILIaTdOpMU
€JIEKTPOHHUX TIOCJAYyT Ta BIIPOBA/PKEHHS MeXaHi3MiB iHTeponepabesbHOCTI [JiepKaBHUX
peectpiB. /loBesieHO, 10 IHUPOBi3allisi COLia/JIbLHOTO 3aXUCTY € He JIMIIEe TeXHOJIOTIYHUM
IPOLIECOM, a KOMILJIEKCHOI I{HCTUTYLiHHOIW TpaHchopMalj€, sKa TNOESHYE IPaBOBe
peryJ/iloBaHHS, YIpaBJiHHA JaHUMM, KibepOesmneKy, opraHisauidiHi 3MiHM Ta PO3BUTOK
MPpoBUX KOMIIeTeHLi nepcoHaty. Ha 1iiif ocHOBi po3po6JsieHO KOHLeNTyalbHy MOJesb i
JOPOXKHI0O KapTy mnoeTamHoi peasizanii nuépoBoi TpaHchopmanii, o nepegdayae
¢dbopMyBaHHs iHTErpOBaHMX IUPPOBHUX CEPBICIB, PO3BUTOK aHATITUYHMX i aIrOPUTMIYHUX
iHCTpyMeHTIB, 3a6e3redyeHHs1 BiAMOBIJHOCTI €EBPONENCHKUM CTaHAApPTaM 3aXMCTY JAHUX i
KibepCTiHKOCT, a TaKoXX BIOPOB3/PKEHHS TNPHHLOMIIB JIIOAUHOLEHTPUYHOCTI  Ta
iHK/IIO3UBHOCTI. Y pe3ysbTatTi AociaipkeHHs chopMoBaHi BUCHOBKHY, 110 HUdpoOBi3alis
BUCTYIIA€E KJIIOUYOBMM YWHHUKOM MiJBULIIEHHSI edEeKTUBHOCTI, MPO30pocTi Ta CTiHKOCTi
CUCTEMM COLia/IbHOTO 3aXWCTy, 3abe3neuye i aJalTUBHICTb O NMOCTBOEHHHUX BUKJIMKIB,
CIIpUSIE MiJBULEHHIO AKOCTI YIPaBJIiHHA COLja/IbHUMHU MIPOLIeCaMU Ta CTBOPIOE NepelyMOBU
JuU1sl iHTerpauii YKpaiHu /10 eBponeicbKoro u$poBOro NpocTopy CoLiabHOI MOJIITUKY.

KJ/IIOYOBI CJIOBA

uudpoBizallisi, colliaJbHUM 3axUCT, NMOCTBOEHHE BiZHOBJEHHS, LKdpoBa My6JivHA
iHppacTpyKTypa, €avHa iHpopMalliiiHa cucTeMa ColiabHOI cdepH, colliaibHI PEECTPH,
iHTeponepabebHICTh, TUPOBA iIEHTUYHICTD, eJIEKTPOHHI MyOJIiYHI TOCTYTH, INTYYHUHA
iHTeJIeKT, Kibepbe3meKa, iIHK/II03UBHICTD, y6JIiuHe yIpaBiHHS, EBPOiHTerpalis.
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1. Introduction

The post-war reconstruction of Ukraine actualizes the need for structural modernization of the
social protection system as one of the basic institutions for ensuring social stability, poverty reduction
and restoration of human capital. In the context of large-scale demographic changes, internal
displacement of the population, loss of income, destruction of infrastructure and growth of budget
constraints, the social protection system faces the need to simultaneously expand support coverage,
increase targeting the allocation of resources and ensure institutional resilience to repeated shocks.
According to the RDNA4 estimates, employment, means-tested programs, support for internally
displaced persons, and restoration of social services are identified as priority areas for recovery, which
indicates the systemic nature of transformational tasks in this area [8].

At the same time, state policy defines digitalization as a key tool for the modernization of the social
sphere, which is enshrined in the Strategy for Digital Transformation of the Social Sphere, which
provides for the regulatory and technological renewal of the components of the social protection
system [2].

However, the presence of a regulatory framework does not guarantee the systematic integration
of digital tools into the mechanisms of targeting, verification of eligibility for assistance, case
management, payment and protection of personal data. Thus, there is a scientific and practical problem
of determining the conceptual foundations and applied recommendations for the use of digitalization as
a tool for post-war recovery in the field of social protection, taking into account the requirements of
efficiency, transparency, security and social justice.

2. Literature Review

In modern academic discourse, the digital transformation of the public sector is conceptualized
primarily through the category of Digital Public Infrastructure (DPI), which is considered as a set of
interoperable and secure digital components (digital identity, data exchange, payment mechanisms)
that ensure the scalability, efficiency and sustainability of public services. At the same time, the OECD
documents focus on the structural risks of digital transformation, in particular, digital exclusion, threats
of inappropriate use of data, and technological dependence on suppliers, which actualizes the need for
institutional capacity and proper data management [16].

The development of this approach can be traced in the works on the phenomenon of digital
resilience, where digital infrastructure is interpreted as a key factor in maintaining the functional
capacity of the state in the face of military and crisis challenges. Brookings’ analytical materials link the
scaling of Ukrainian digital services with the processes of cloudization, cyber defense, and adaptation of
management procedures to the military context, while emphasizing the need to bridge the digital divide
and modernize the registry architecture [1].

Within the framework of research on the digitalization of social protection, the focus is shifting to
the transformation of the delivery chain. Empirical results show that the introduction of digital self-
service mechanisms can redistribute the administrative burden on users (“accidental caseworker”),
which is especially noticeable for socially vulnerable groups. This justifies the need to evaluate digital
reforms not only according to performance criteria, but also through the prism of accessibility and
fairness [12].

At the same time, a scientific discourse on “digital welfare state” is being formed, within which the
consequences of intensifying the use of data and algorithmic decisions in social policy are analyzed. The
researchers draw attention to the risks of opacity, potential discrimination, and a decrease in the level
of public participation in the adoption of data processing rules, which raises the question of the
legitimacy of digital reforms [19].

In addition, the OECD analyzes the use of artificial intelligence in social security as a tool for
optimizing eligibility checks and payment administration, emphasizing the need to implement risk
management, human oversight and accountability systems. These approaches correlate with the
regulatory requirements of the European Union for high-risk artificial intelligence systems [17].

The Ukrainian context of digitalization of the social sphere is characterized by the
institutionalization of the UISSS as an integrated platform for social data management and the
development of inter-register interaction through the Trembita system, which forms the technological
basis of electronic services and extraterritorial access to them [5; 13].
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Generalization of scientific and analytical sources allows us to state that, despite a significant array
of studies, institutional mechanisms for assessing the impact of digital solutions on the accessibility of
social protection, the issue of integrated cyber resilience and overcoming the fragmentation of the
registry architecture, which necessitates further comprehensive analysis, remain insufficiently
developed.

3. Problem Statement

The purpose of the article is to scientifically substantiate the conceptual foundations and develop
practical recommendations for the use of digitalization as a systemic tool for the post-war recovery of
the sphere of social protection of Ukraine.

4. Methods and Materials

The study employs a combination of theoretical and analytical methods, including systemic
approach to conceptualize digital transformation of social protection as an integrated sociotechnical
system, comparative analysis of international DPI models (OECD, World Bank, EU standards) and
Ukrainian practices, content analysis of regulatory acts (Laws of Ukraine on electronic services, public
registers, personal data protection, Cybersecurity Strategy), strategic documents (Digital
Transformation Strategy of the Social Sphere, RDNA4, Recovery Plan), and international reports (OECD,
Brookings, EU4DigitalUA). The research draws on monographs, scientific articles, official Ukrainian
legislation (as of 2025-2026), analytical materials from international organizations (OECD, World Bank,
NIST, W3C(), and statistical data on Diia usage, UISSS development, and Trembita interoperability to
substantiate the conceptual model and phased roadmap for digitalization of social protection in post-
war Ukraine.

5. Results and Discussion

The conceptual framework of the post-war reconstruction of social protection requires a
transition from the fragmentary logic of the introduction of individual electronic forms to the formation
of an integral architecture of social protection as a sustainable digital service system. In the OECD
approaches, Digital Public Infrastructure (DPI) is defined as a set of common interoperable “building
blocks” that ensure the functioning of many sectors of public policy. Social protection. This means the
formation of an integrated stack that encompasses digital identity and trust services, interoperable data
exchange, payment mechanisms, industry registers and social register, business process orchestration
(case management), as well as multi-channel models of user interaction (online, offline, assisted
digital) [16].

The Ukrainian institutional trajectory creates preconditions for the implementation of such a
model. The strategic vector of the digital transformation of the social sphere was fixed in 2020 at the
level of a government decision, which determined the regulatory and organizational basis for the
modernization of the industry [2]. At the operational level, the Unified Information System of the Social
Sphere (UISSS) is being formed, which is positioned as a tool for integrating disparate information
systems and ensuring extraterritorial access to support regardless of the place of registration or
stay [13].

At the same time, the national digital interface of public services - Diia - is functioning, which,
according to the results of the 2021 assessment, united more than 11 million unique users and a set of
digital documents, including a certificate of an internally displaced person [4]. In 2023, the number of
users increased to 20 million, which indicates the high potential of this platform as a channel for
delivering social services in crisis conditions [10].

The functional evolution of digital services involves a shift to a “life-event services” model that
integrates several administrative procedures within a single life scenario and reduces the transaction
costs of households that have experienced displacement, loss of documents or changes in family status.
The practice of comprehensive services demonstrates the possibility of integrating registration and
social components within a single process. The war context has additionally actualized the need for
scalable assistance platforms: a significant volume of applications submitted on the eDopomoga
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platform confirms the need for a sustainable infrastructure for processing, validating, and coordinating
social payments.

Digital identity is a key prerequisite for the functioning of social protection in electronic format,
since identification errors have direct budgetary and legal consequences. The Ukrainian model of
electronic passports has enshrined the legal equivalence of digital and physical documents [23]. Further
development of this direction involves the introduction of a digital identity wallet in the Diia application,
which is determined by a government decision of 2025 [3]. Given the European integration course, such
decisions should be consistent with the reform of eIDAS and Regulation (EU) 2024/1183 on the
European Digital Identity [6].

A fundamental condition for the effectiveness of social protection is the interoperability of
registers and platforms, since verification of eligibility for assistance involves the processing of
significant amounts of data on household composition, income, employment, disability and
displacement status. In this context, the Trembita system ensures secure data exchange between state
registers and creates an infrastructural basis for the development of electronic services [5]. At the same
time, the UISSS in the state architecture functions as a sectoral superstructure aimed at integrating
social registers and business processes and reducing the territorial linkage of the provision of services.
However, in order to assess its strategic potential, it is advisable to consider such an architecture as a
technical solution for data integration and as an element of a broader transformation of the social
protection paradigm. It is in this dimension that the international analytical and scientific literature has
formed an approach to considering social registers as an institutional basis for shock-responsive social
protection. In this context, the register is interpreted not as a static database of aid recipients, but as a
dynamic information and analytical tool capable of ensuring the prompt deployment of interventions in
response to crisis events.

According to the World Bank, the effectiveness of such systems depends on their ability to
regularly update data, include valid vulnerability indicators, and ensure interoperability with other
government information resources, which creates prerequisites for more accurate targeting and rapid
scaling of support [9]. Thus, the functional capacity of social protection is increasingly correlated with
the quality of data architecture.

The Ukrainian context of recovery after full-scale aggression confirms this pattern. The RDNA4
materials emphasize that along with the physical reconstruction of social infrastructure facilities, the
continuity of social benefits and services is of decisive importance in the context of a sharp change in
the structure of household incomes, internal displacement of the population and high macroeconomic
uncertainty [8]. This objectifies the need for analytical tools that provide scenario modeling and
forecasting of needs, as well as support data-driven decision-making.

Further digitalization of social protection is associated with the introduction of automated
decision-making (Al/ADM) systems. The OECD records examples of the use of algorithmic solutions for
verification of the right to payments, document processing and optimization of administrative
processes, while emphasizing the need to comply with the principles of data quality, transparency of
algorithms, risk management and prevention of discriminatory consequences [14]. In this regard, the
integration of Al requires a combination of technological efficiency with regulatory safeguards for the
protection of human rights and procedural fairness.

Empirical studies of digital “self-service” in public administration demonstrate the ambivalent
nature of digitalization. In particular, Madsen et al. [12] prove that the transfer of administrative
procedures to the digital environment without proper support and a clear interface can increase the
administrative burden of citizens, especially in difficult life situations, transforming them into “random
case managers”. This justifies the need for a human-centered automation model that combines digital
tools with the possibility of face-to-face or consultative support.

In the European integration dimension, the design of digital social protection systems should be
carried out taking into account the EU regulatory environment, in particular the Al Act regime, which
establishes special requirements for high-risk systems, including transparency, accountability, and
assessment of the impact on fundamental rights. Therefore, algorithmic decisions in the social sphere
must comply with the principles of legal certainty, proportionality and non-discrimination.

Cybersecurity is an integral structural component of the digital transformation of social
protection. Since these systems operate with significant amounts of personal and sensitive data, cyber
risk management should be carried out at the strategic and operational levels. In Ukraine, the strategic
guidelines are determined by the Cybersecurity Strategy approved by the Decree of the President of
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Ukraine No. 447/2021 [18]. At the international level, the methodological basis is NIST CSF 2.0 (2024),
which systematizes the results of management cyber risks and singles out the “Govern” function as a
separate dimension of strategic management [15]. At the same time, ISO/IEC 27001:2022 defines
requirements for information security management systems (ISMS) [17], and Directive (EU) 2022 /2555
(NIS2) strengthens risk management and incident reporting requirements for essential and important
entities within the EU [7]. Harmonization with these standards is a prerequisite for the institutional
sustainability of digital social services.

At the same time, the principle of inclusiveness of digital transformation provides for the
implementation of a “digital-first, but not digital-only” approach. The materials of the Recovery Plan of
Ukraine indicate that the limitations of digital systems are associated with the insufficient level of digital
literacy of some beneficiaries and uneven access to the Internet [14], which is consistent with
international approaches to the development of digital public infrastructure (DPI), which identify the
risk of exclusion of persons with a low level of digital skills. In this regard, it is necessary to develop
“assisted digital” mechanisms (ASCs, social workers, hotlines, mobile teams) and ensure that digital
services comply with accessibility standards, in particular WCAG 2.2 as a W3C recommendation [24].

Thus, the modern architecture of social protection in the context of recovery should be considered
as a comprehensive sociotechnical system integrating dynamic registers, algorithmic tools with legal
guarantees, standardized cyber risk management and inclusive access mechanisms. Only the systemic
interaction of these components ensures the adaptability, legal legitimacy and sustainability of the
digital transformation of social policy.

The digital transformation of the social protection system provides for the introduction of
information and communication technologies and the formation of a holistic and coordinated legal
architecture that determines the principles of the functioning of electronic services, data circulation and
guarantees of protection of the rights of subjects. The regulatory basis for the legal regime of electronic
public services is the Law of Ukraine “On the Peculiarities of the Provision of Public (Electronic Public)
Services” dated 06.10.2020 No. 1689-IX, which defines the concept of electronic public service,
establishes the possibility of its provision in automatic mode and fixes the principles of digital
interaction between the subjects of provision and recipients of services [21].

The institutional prerequisite for the implementation of automated procedures is the legal regime
of public electronic registers, enshrined in the Law of Ukraine “On Public Electronic Registers” dated
22.10.2020 No. 1907-IX (as amended), which establishes the legal and organizational foundations for
the creation, maintenance, interaction and operation of public electronic registers, defines the
requirements for their interoperability, reliability and information protection [22]. Thus, digital social
protection is based on a normatively defined system of data exchange and integration.

The basic requirements are established by the Law of Ukraine “On Personal Data Protection”
dated 01.06.2010 No. 2297-VI, which defines the grounds, principles and guarantees for the processing
of personal information, including sensitive data, which are widely used in the field of social
security [20]. At the same time, in the context of European integration, the modernization of national
legislation is underway in order to harmonize it with the provisions of the GDPR, which reflects the
tendency to tighten standards for the protection of the rights of data subjects.

An integral part of the legal architecture of digital social protection is the regulation of
cybersecurity and cryptographic protection of information. The strategic principles are determined by
the Decree of the President of Ukraine “On the Decision of the National Security and Defense Council of
Ukraine dated May 14, 2021 “On the Cybersecurity Strategy of Ukraine” dated 14.06.2021
No. 447/2021, which outlines long-term priorities for the formation of a national cybersecurity system,
including the protection of state information resources [18]. The implementation of these provisions is
specified in bylaws and standards in the field of cryptographic protection of information.

Financial support for digital transformation also has a regulatory basis. In particular, the
Resolution of the Cabinet of Ministers of Ukraine “Some Issues of the Implementation of the Pilot Project
on the Formation and Use of Electronic Identity Certificates and Electronic Attributes Certificates Using
a Wallet with Digital Identification as a Functionality of the Mobile Application of the Unified State Web
Portal of Electronic Services (Diia)” dated 24.10.2025 No. 1400 provides for the financing of the relevant
project at the expense of the state budget, international technical assistance and other sources not
prohibited by law [3]. In addition, international support for digital transformation is confirmed by the
European Union’s 2026 decision to allocate funding for the development of Trembita 2.0 and bring data
management closer to European standards.
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Along with regulatory and financial support, personnel and organizational changes are crucial.
Scientific studies of the digital transformation of social security show that its effectiveness depends on
the level of digital competencies of staff, the ability of institutions to manage change, the optimal
distribution of functions between a person and automated systems, as well as ensuring institutional
accountability [12]. For Ukraine, this means the need for systematic training of social professionals in
the areas of digital skills, data analytics, cyber hygiene and service design of public services.

Therefore, digital social protection should be considered as a comprehensive institutional
transformation that combines the regulation of electronic services, the functioning of registers, personal
data protection, cybersecurity, financial support and personnel modernization. The effectiveness of this
transformation should be assessed by a system of measurable performance indicators, in particular in
terms of accessibility, quality, reach, inclusion, safety and the level of public trust. After analyzing the
regulatory, institutional, financial and personnel prerequisites for the digital transformation of social
protection, it is advisable to move to the instrumental level of research. In particular, in order to
systematize technological components and assess their functional role in the architecture of digital
social protection, it is necessary to apply a comparative approach that allows correlating individual
technologies with their functions, implementation risks and minimum safeguards that ensure the legal,
organizational and technical stability of the system.

Based on the above, we will present a generalized comparative matrix of digital social protection
technologies and tools, which is basic in nature and is subject to adaptation depending on a specific
program, territorial community or departmental system, taking into account local parameters (data
owners, source registers, interaction channels, cost of ownership, risk profile). Its application is aimed
at supporting management decisions within the digital change portfolio.

Table 1. Generalized comparative matrix key components of digital social protection

Component Functional purpose Main risks Key Fuses and Metrics
E-services and | Submission of applications, | Digital Divide; exclusion of | The principle of “digital-first, not
digital identity identification, signature, | vulnerable groups; | digital-only”; MFA; Success rate

access to personal data Compromise of credentials average processing time; NPS/CSAT
Interoperability Automatic checks; the | Data errors; leaks; | Data quality standards; access
and social registers | principle of “data once”; | fragmentation; decreased | logging; audit; coverage of the
Targeting of assistance trust register; Share of appeals

Analytics and Al

Cybersecurity and
resilience
Accessibility and
inclusion

Decision support; detection of
anomalies; Load forecasting

Data protection; Continuity of
services

Equal access for people with
disabilities, the elderly, people
with limited mobility

Discrimination; opacity of
algorithms; false positives

Cyber  attacks;  service
suspension; Compromise of
information
Exclusion of
Violation of rights

groups;

Al impact assessment; human-in-
the-loop;  Bias/False  Positives
Metrics

Implementation of NIST CSF 2.0 /
ISO 27001; DR/BCP; RTO/RPO

WCAG 2.2 AA; Part of the Assisted
Digital; Inclusive Coverage
Indicators

Source: [21].

The presented matrix demonstrates that digital social protection is a multi-component
sociotechnical system in which technological solutions must correlate with risks, safeguards and
measurable performance indicators. At the same time, a systematic understanding of the architecture
of components requires their ordering in the time and management sequence of implementation. In this
regard, it is advisable to supplement the analytical generalization of the tools with a phased
implementation model, which reflects priorities, institutional capacities and resource constraints in the
context of recovery.

Table 2 presents the roadmap in three phases. It is consistent with the logic of the stages traced
in the materials of the Recovery Plan of Ukraine, as well as with the approach to short-, medium- and
long-term horizons in digital recovery and institutional modernization policies.

The proposed model outlines a consistent transition from stabilizing basic digital processes to
scaling an integrated data platform and further institutionalization of analytical tools with cyber
resilience and European interoperability. At the same time, its implementation requires clearly defined
management priorities and a systematic approach to minimizing risks.

First, the manageability and accountability of digital change. Digital transformation should be
carried out within a continuous “policy-to-product” cycle, which provides for an interconnected
sequence: regulation - service design - implementation - evaluation of results - correction of decisions.



Yamkovyi, M., & Zalizniuk, V. Philosophy and Governance No. 2(18) (2026)

It is advisable to supplement the quantitative indicators existing in the recovery planning documents
(in particular, coverage of aid recipients) with metrics of the full-service provision process (execution

time, the share of successful transactions, the level of errors and appeals, and indicators inclusion).

Table 2. Implementation Roadmap

Phase Strategic focus Key activities Performance Indicators (KPIs)
0-12 Formation of a | Inventory of programs and registers; | Share of paperless applications;
months | minimum viable | standardization of data and access; | average term of appointment;
digital chain of social | orchestration of priority services (IDPs, low- | share of automatic validation;
support income, disability/care, subsidies); deployment | Assisted digital coverage; reducing
of assisted digital; basic cyber resilience | the number of critical incidents
measures (logging, redundancy, DR plans)
1-3 Scaling of the UISSS, | Expansion of registry integrations; introduction | Targeting accuracy; share of data
years interoperability and | of a dynamic social register/household profile; | reuse (“data once”); reduction of
data management standardization of data exchange with MFIs; | errors and appeals; coverage of the
data quality management systems; | social register; Access audit results
strengthening the personal data protection
regime (approximation to the GDPR)
3-6 Industrialization of | Integration of digital identity (digital wallet); = Reduction of administrative
years analytics and Al | implementation of AI tools with audits; | burden (time/number of visits);
European DPI | development of Trembita 2.0 and data | indicators of trust and satisfaction;
interoperability management standards; increasing cyber | coverage of digital identity;
management maturity (NIS2 compatible | compliance = with  standards;
practices) Results of Al fairness audits

Source: [21].

Secondly, the protection of personal data on the principle of “privacy by design”. Social protection
as a field of sensitive information processing requires legal certainty and harmonization with European
standards. The current Law of Ukraine “On Personal Data Protection” dated 01.06.2010 No. 2297-VI
establishes basic guarantees, while initiatives to modernize legislation indicate a focus on
approximation to GDPR approaches. and implementing transparency policies on data collection,
storage, and access.

Thirdly, inclusion as an architectural requirement. Recognition of the risks of digital illiteracy and
uneven Internet coverage in materials restores necessitates a multi-channel access model, i.e. a
combination of online services with assisted digital mechanisms, compliance with accessibility
standards (WCAG 2.2), testing solutions with vulnerable groups, and ensuring offline loops of
functioning in case of infrastructure failures.

Fourth, cyber resilience and continuity of operation. Given the threats of wartime, social services
must remain operational in the face of cyberattacks and partial failures, which involves coordination
with the national cybersecurity strategy, the application of risk management frameworks (NIST CSF
2.0), the implementation of information security management systems (ISO 27001) and the
establishment of critical component recovery indicators (RTO/RPO).

Fifth, result-oriented financing. In the context of limited resources and significant sector needs
(RDNA4), digital investments should be selected as efficiency tools that reduce administrative costs,
minimize errors, and expand coverage. Mixed funding models (state budget + international technical
assistance), which are already enshrined in regulations on digital components, in particular pilot digital
identity projects, are appropriate.

Therefore, the implementation of the roadmap requires a combination of institutional
manageability, legal guarantees of data protection, architectural inclusiveness, cyber resilience and
results-oriented financing, which together ensures the resilience and legitimacy of the digital
modernization of social protection.

6. Conclusions

Thus, based on the analysis of the regulatory, institutional, technological and organizational
foundations of the digital transformation of social protection, it has been established that its
effectiveness during the recovery period is determined not so much by the implementation of individual
IT solutions as by the formation of an integral sociotechnical system. Such a system should ensure
territorial independence of access to support, increased targeting based on integrated data, reduction
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of administrative burden on recipients and personnel, a guaranteed level of cyber resilience and legal
protection of personal data, as well as institutionally enshrined inclusivity.

It has been proven that Ukraine has the basic institutional prerequisites for the formation of a
full-fledged digital public infrastructure of social protection, in particular due to the development of the
UISSS as an integration platform, the functioning of interoperability mechanisms through the Trembita
system, and the availability of a scalable digital channel for interaction with citizens - the Diia portal and
application. At the same time, the key challenge remains the transformation of these elements into a
consistent DPI stack, within which data governance, cybersecurity, privacy-by-design principles, and
inclusion standards are built-in components of the architecture.

It is substantiated that the optimal model of implementation is a step-by-step approach, which
includes: at the first stage - the creation of minimally viable end-to-end digital chains for the provision
of priority services; at the second stage, scaling integrations and forming a dynamic social register with
proper data quality management; the third is the institutionalization of analytical and Al tools with audit
procedures and ensuring European compatibility. Such a sequence allows you to ensure the
manageability of changes, minimization of risks and long-term sustainability of the digital model of
social protection.
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